Name |State |[Covere |Individ |Breach |Typeof |Locatio |Busines (Web

of d Entity [uals Submis |Breach |n of S Descrip
Covere Type |Affecte [sion Breache|Associa |tion
d Entity d Date d te

Inform [Present
ation




Planned |OH Healthc |5000 02/05/2 |Imprope |Paper/Fi [No On
Parenth are 015 r Ims October
ood Provider Disposa 1, 2014,
Southwe the

st Ohio Covered
Entity
(CE)
mistake
nly
disposed
of
binders
containi
ng
protecte
d health
informat
ion
(PHI).
The CEs
archived
prescript
ion
dispens
ng logs
and
waived
lab test
logs
were |eft
inan
unlocke
d closet
after
business
hours
and a
custodia
n
mistake
nly put
themin
atrash
dumpste
r. The
followin
g
morning
, the
dumpste
r was
emptied
by the
trash
collector
who
took it
to be
buried
with
other
garbage
ata
landfill




landfill
that
same
day.
The PHI
involved
inthe
incident
included
the
names,
dates of
birth,
lab
results,
and
medicati
ons of
approxi
mately
5,000
individu
as.
After
the CE
filed the
breach
report, it
determi
ned that
the
incident
was a
non-
reportab
le
breach
based on
afour-
part
breach
assessm
ent and
alow
probabil
ity that
the PHI
inthe
binders
had
been
compro
mised.
The CE
stated
that its
breach
filing to
OCR
was not
untimel
y, but
was
madein




made in
error.
The CE
conduct
ed an
investig
ation,
re-
trained
al staff
regardin
gits
HIPAA
policies
and
procedu
res,
complet
ed on-
site
HIPAA
complia
nce
audits,
and
impleme
nted a
new
policy to
address
bulk
trash
removal
from the
hedth
centers.
OCR
obtained
written
assuranc
esthat
the
voluntar
y
actions
of the
CE
listed
above
were
taken.

Planned
Parenth
ood of
the
Heartlan

Healthc
are
Provider

2506

07/01/2
016

Unautho
rized
Accesy
Disclosu
re

Paper/Fi
Ims

No




Planned
Parenth
ood of
Greater
Washin
gton and
North
Idaho

WA

Healthc
are
Provider

10700

08/26/2
016

Unautho
rized
Accesy
Disclosu
re

Email

No




