SERVICE,
o 5. o,

Wi

oF HEALTY
o G,’o

0,

« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: [BEENC) | Date: 05/21/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): [BEENT) |

Address: |®N6).R)7IC)

Telephone Number: |®)6)0)7)(C)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



0OS OCR CIU/CRC

From: [©)(6),(b)7)(C) |
Sent: Tuesday, September 23, 2014 12:22 PM
To: OS OCR CIU/CRC

Subject: Re: HHS Complaint Status: 14-186771

The date I was seen was may 16th 2013 and the day my medical information was disclosed to other employees
was November 2013.

On Sep 23, 2014 12:13 PM, "OS OCR CIU/CRC" <osocrciu@hhs.gov> wrote:

Please review the attached correspondence from the U.S. Department of Health and Human Services
(HHS), Office for Civil Rights (OCR) regarding your complaint. Please note, the mailing address you
provided seems to be insufficient as our letter to you was returned.

Sincerely,
OCR

Centralized Case Management Operations

NOTE: This e-mail may contain sensitive and/or privileged information. If you are not the intended recipient, please notify the sender immediately and
destroy this e-mail. Please be advised that communication by unencrypted email presents a risk of disclosure of the transmitted information to, or
interception by, unintended third parties. Your use of email to communicate Protected Health Information or other Personally Identifiable Information
with the Office for Civil Rights indicates that you acknowledge and accept the possible risks associated with such communication. If you do not wish to
have your information sent by email, please contact the sender immediately.



C DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary

Voice - (800) 368-1019 Office for Civil Rights

TDD - (202) 619-3257 200 Independence Avenue, SW.,
Fax - (202) 619-3818 Room 509F
hitp://www.hhs.gov/ocr Washington, DC 20201

July 29, 2014

(L)) (L)THC)

RE: OCR Transaction Number: 14-186771

Dear |®)B)b)TIC)

Thank you for your correspondence to the U.S. Department of Health and Human Services
(HHS), Office for Civil Rights (OCR).

OCR enforces Federal civil rights laws that prohibit discrimination in the delivery of health
and human services because of race, color, national origin, disability, age, and, under
certain circumstances, sex and religion. OCR also has jurisdiction over health plans, health
care clearinghouses, and certain health care providers with respect to enforcement of the
Privacy, Security, and Breach Notification Rules promulgated pursuant to the Health
Insurance Portability and Accountability Act of 1996 (HIPAA).

Under our regulations, OCR normally can only accept complaints that are filed within 180
days of an alleged act of discrimination or privacy violation. Your complaint alleges an act
that occurred on May 16, 2013, which is more than 180 days before you filed your
complaint, on May 21, 2014. The information you provided is not sufficient to extend the
180 day deadline for filing. As such, we regret to inform you that the Office for Civil Rights
cannot accept your complaint for investigation.

We regret that we are unable to assist you in this matter. If you have any
questions, please contact Mbili Mwaniki, the assigned investigator, directly at (202)
260-6172 (voice) or (202) 619-3257 (TDD).

Sincerely, .
/]

WM o Ay &/,
Kurit Temple

CIU/CRC Director
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2 DEPARTMENT OF HEALTH AND HUMAN SERVICES 809 O Butmmant o Rewrs.
{ OFFICE FOR CIVIL RIGHTS (OCR)
L)
s HEALTH INFORMATION PRIVACY COMPLAINT
T e o — — - —
YOUR FIRST NAME YOUR LAST NAME
(0)(E).0)(7)
HOME PHONE (Pleasa include area code) WORK PHONE (Plense includa area code)
B)E.O)NC) ®)E).B)7)(C)
STREET ADDRESS CITY
|{b){6)Q{b){7){C) | (0)(6))
STATE ZiP E-MAIL ADDRESS (If avaiable)
(0)(©6).0)(7) (0)(6),(0)(7 [EE)ETIC) |
0 |

_
Are you filing thie complaint for someons else? vy B) Ne

if Yos, whose health Information privacy rights do vou belleve wers violated?
FIRST NAME ' LAST NAME

Who {or what agancy or organ|nt|on, 0.9., provider, heaith plan) do you Eaiiwe vioiated your {or scmaeons clso s} heaith

Infarmation privacy rights or committed anothar viclation of the Privacy Rule?
PERION / AGENCY / ORGANIZATION

Planned Paronthood of STLMetro Enst Area

STREET ADDRESS eIy
4525 North Nlinois Strest Betleville

STATE ZIP PHONE (Plosss Includs area code)
liinois 62,226 +1{618) 277-6668

When do you belfeve that the violation of heaith information privacy rights occurred?

LIST DATE(S)

June 10, 2014

Beacribe Griefly what happened, How and why do you bellsve your (or someone #189's) health Information privacy Hghts wers
viclated, or the privacy ruls otherwise was vioiatad? Please be as specific as possible, (Attsch additional pages as naeded)

1n 2007, | was diagnaged with berpes at the Southern Hlinols Healtheare - Mother & Child Clinic Jocated in Centreville, L by my NP [(b)(6),(b)(7 | After going over tho
reaults of all my fab work, she sducated mo on the discare and the safsty theasures to take o siill have a{n) active sex iife, then provided me with & ecript for Valtrex, A
few years latar, | ended up transitioning to e{n) OB/GYN nemed m located in Bollevitls, 1L and alnes being a patient with his offico | huve never hed an
issws rogarding my health information being shared. Mosy racently, I visited the above-mentioned elinle for a oheck up becauss 1 waa uneble to pet ait apspointment with
my QOBAGYN. Whila in their office,] filled out the necessary papsrwock lo be seen and met with thair NP on staff, we discussed my medical history, the purpose for my
visit which she diasnosod md I inquirod about obtaining a soript for Veltrex since 1 was oloss to being out of my medicotion. She sdvised braaure I was not dingnosed in
h ahé wi o to orpvide me with a prescription, we completed tho vizic and [ left, Fast farward to June 11, 2014, I am awakon by » toxt message from

(b)(6); {b){7){C) that he was made aware via text from a femalo that she could 1o longer associate herss!l with him as she sssumed we were

7 from a{n) ingurable STD and divulged information onfy [ had shared in that clinle. He would not provide me the name of the

trust clinice] staff 1o value your health information and rights onty to bave them violuted, After filing this compisint, my

is no telling whomn else this may havo happened to as well. | thank you advance for your help and look forwerd to hearing

DATE (mm/dd/yym
_.Jum 25,2004
|

m T — -
Fling & complaint with OCR is voluntary. Howevar, without the information requested sbove, OCR may be unable to procesd with yaur
complaint. We collact this information under authority of the Privacy Rule iasued pursuant to the Health Insurance Port ability and
Accountability Act of 1988, We will use the information you provide to datermine If we have jurisdiction and, If 30, how wa will procass your
compiaint. Information submitted on this form s tfreated confidentially and is protected under the provisions of the Privagy Act of 1974,
Namas or other identifying information about Individuals ere disclosed when It is necessary for Inveatigation of possible health information
privacy viclations, for Intarnal systems operations, or for routing uses, which include disclosure of information outside the Department for
purposes assoclated with health Information privacy compliance and a8 permittad by law. [t s lllegal for & coverad entity to Intimidate,
threaten, coarce, discriminate or retallate egainat you for filing this complaint or for taking any other action to enforce your rights undsr the
Privacy Rule. You are not required to use this form, You also may write a letter or submlt a oornplalnt alactronically wlth the same
information. To submit an alectronic compiaint, go to OCR’s Wsb site at _wwixhhe, : : _ X

mail 8 complamt 399 feverse page for OCR Reg_onel addresaes.

HHS-700 {7108) (FRONT) PIC Onghin 01140300 BF
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The remaining Information on this form ls cptional, Failure to answaer thess voluntary
questions will not affect OCR's decislon to procesa your complaint,

Do you need smla‘ accormmodations for DGR (o communicate with you about this compiainﬁ {Thack all that apply}

(1 erette [ Larga Print ] Cescetie tape (] Computer diskette (3 eactronic ma QTeo
[T @190 1anguags interpreter (spactly language):

[C] Foreign Ianguage Interprater (spectfy language); [[] other:

i —— -

If we cannot reach you directly, is there someone we can contact to help us reach you?

¥IRST NAME TASYNAME

(b)(6);(b)(7 (B)(E):(b)

HOME PHONE (Pleags Include area cada) WORK PHONE (Please intiude ares code}
(b)(B),(b)(T)(C) | |{b){6):{b){7){c) |

EET ADDRESS crTY

A7 ] [(R)(B);(b)(T)C) |
STATE zZiP E-MAIL ADDRESS (If avaliable}

©)6)O)XTIC) [EO BN |
Hava you filed your complaint anywhere elss” If so, plsase pravide the following. (Attach additional pages as needs

PERSON / AGENCY / ORGANIZATION / COURT NAME(S)

DATE(S) FILED CASE NUMBER(S] (If known)

To help us better serve the puﬁiic, pleage provide the following information for the persen you Eciievc ﬁnﬁ melr hesith

Information privacy rights viclated (you or the person on whose bahalf you are filing).

ETHNICITY {smlect 6n8) RACE {salact one or more)
[] Hispanic or Latino (] American Indian or Alagka Natlve [7] Asian ([ Native Hawailan or Other Pacific isiander
[] Not Hispanic or Latino [X] Black or African Amarican O white ] Other (specity:

PRIMARY LANGUAGE SPOKEN (if athar than English)

Fow dia you learn about the Office for GIVA Eig?m?

[¥] MH8 Website/Intemet Search [T Femily/Friend/Associats 7] Religious/Community Org [T] LawyeriLagal Org (] Phone Diractory [ Employar
(] Fed/Staienocal Gov ] Healthcare Provider/Heaith Plan  [[] Conference/QCR Brochure D Oiher (specufy)

To mall & complaint, please type or print, antd return completed complaint to the OCR ased on the raglon
where the alleged vioiation took place. if you need asslstance completing this form, contact the appropfluto region fistad balow.

Reglen | - CT, MB, MA, NH, R\, VT Roglon V- IL, IH, ML, MN, OH, WI Raglon X« AZ, CA, Hi, NV, AS, GU,
Office for Civll Rights, DHHS CHice for Civil Righta, DHHS The U.8. Afflilated Paclfic leland Jursdiotiona
JFK Pederal Buliding - Room 1878 233 N. Michigan Ava. = Sults 240 Ofca for Civil Rights, DHHS
Boslon, MA 02203 Chicaga, IL 80€01 B0 7th Stroat, Sulte 4100
(817) 885-1340; (317) 688-1343 (TDD) (312) BR8-2384:; {312) 363-6603 (TDD) £on Franclaco, CA 54103
{917} 868-3809 FAX (312) 886-1807 FAX (418} 437-8310; (4185) 437-6311 (TDD)

Reglon I - NJ, NY, PR, Vi Region Vi - AR, LA, NM, OK, TX {415) 437-8320 FAX

Qffiza far Civit Rights, DHHS Office for Civit Rights, DHHE
26 Fedaral Pleze - Suite 3312 1301 Young Slrast - Sulte 1169
New York, NY 10278 Dallng, TX 75202
{212) 284-3313; (212} 264-2355 (TOD) {214) 7T87-4088; (214) 767-6040 (TOD)
{212) 264-303% PAX {214) 767-0432 FAX

Reglor I - DE, DC, MD, PA, VA, WV Reglon Vil - 1A, KS§, MO, NE
Office for Civii Rights, DHHS Offica for Clvil Rights, DHHS
160 8. Independencs Mall Wast - Sulte 372 601 Eaat 12th Bireet - Room 248
Phitadelphia, PA 19108-3468 Kansas Clty, MO 84106
{215) B81-4441: (215} 801-4440 (TOD} (B18) 428-7277. {B18) 428-7085 (TOD)
{216) 801-4431 FAX (816) 428-3086 FAX
Raglon IV - AL, FL, GA, KY, M8, NC, SC, TN Ragion VIl - CO,_PFI'. ND, 8D, UT, WY Roglon X - AK, ID, OR, WA
Offles for Sivil Rights, DHEHS Office for Civil Rights, DHHE Office for Clvil Rights, DHHE
81 Forsyth Sireet, SW., - Suite 18T70 6% 18th Street, Sulte 417 2201 8bith Avenue - Mail Stop RX-11
Allanta, GA 30303-8006 Canvar, CO 80202 Santlle, WA 08121
{404) 562-T50€; (404} 882-7384 (TOD) {303) 844-2024;.(303) 844-3428 (TDD) (208) 815-2200; (200) 81482200 (TDD}
{404) 832-7881 FAX {3023} 844-2028 FAX {200) 815.2207 FAX

Sy p—— e T . ]
Burden Statement

Public reporling burden for the collection of information on this complaint form ig satimated to average 45 minutes per rasponse, including the tims for raviewlng
Instructions, gathering the dats naeded and entering and reviewing the Information on the completed compiaint form. An agancy may not conduct or sponsor,
and a pereon ie not required (o respond 1o, 2 cotlection of Informalion unless it dispiays a valid contrel numbar. Ssnd commants regarding this burden estimats
or ony other upoul of hlc unllactlon of lnfurrnatwn includlnn wggnﬂons fuf neduulng lhla burrJon. to: HHSfOS Repora CInraneo Omw onm ot Information
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services' (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personsally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint,

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, ineluding medical records and other personal
information, which it has gathered during the course of its investigation in order to comply

with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOILA, OCR may be required to release information regarding the investigation of
your complaint; however, we will meke every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy,

Plcase road and review the documents emlt!cd Mmm.gampkmmmd_m&n
d ) _ ; il Rights and Protecting

; nf ; - estigatlons for furthcr infoat:on regarding how
OCR may obtain, use, and dlsclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it Is accepted by OCR,
please read, sign, and return one copy of this consent form to QCR with your
complaint. Please make one copy for your records.

+ Asacomplainant, ] understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Paye ! of 2
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« | am also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA), [understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

+ In addition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threataned, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
Investigation, conciliation, or enforcement process.

After reading the above information, please chack ONLY ONE of the following boxes:

CONSENT: [ have read, understand, and agree to the above and give permission
to OCR to reveal my identity or identifying information about me in my case file to
persons at the entity or agency under investigation or to other relevant persons, agencies,
or entities during any part of HHS' investigation, conciliation, or enforcement process,

CONSENT DENIED: 1 have read and | understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. 1
understand that this denial of consent is likely to impede the investigation of my
complaint and may result ig8losure of the investigation.

(b)(B);,(bXTHC)

June 25, 2014

Signatur. — Date:
*Piecnt sigh aiid deie this conplomt. You do not naed o 2ign I sibmeitting this forar by amatl beomuse submission by ema! vepreseiis your sgnature.
. (B)B).P)THC)

Name (Please prmt):I

(b)B).(P)THC)
Address: |

(B)B).P)THC)
Telephone Number
Complain Consent Foynt Poge 2 of 2
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fax

Subject: Health infarmation Privacy Complaint
Date June 25,2014
b)(6);(b)(7)(C
To: Office for CivVil Rights From: OIOENNE)
Phone number.  §00-348-1019 ' FPhone number:
Fax number; 312-884-1807 No. of pages 5 Including covesheet
Cornments:

Thank you for your attentlon ta this matter
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& G, DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY
Voice - (312) 886-2359 Office for Civil Rights, Region V
TDD - (312) 353-5693 233 N. Michigan Ave., Suite 240
c (FAX) - (312) 886-1807 Chicago, IL 60601
%’Qa http://www.hhs.gov/ocr/
LEET

February 20, 2015

(b)B);(L)T)C)

Re: [®)®.0)7) }. Planned Parenthood
OCR Transaction Number: 14-189872

Dear |(®)E)0)7)C)

The U.S. Department of Health and Human Services (HHS), Office for Civil Rights (OCR),
Region V received your complaint. Your complaint has been assigned to me for case
processing. Over the next few weeks, I will review your complaint. Please give me a call at
your earliest convenience so that we may discuss your complaint.

In the event that you move to a new residence address, change your phone number and/or
obtain a new e-mail account during the course of OCR'’s investigation of your complaint,
please inform me promptly of your new contact information. If your contact information
changes, but you do not inform OCR of the change, we may be unable to complete our
investigation or inform you of the results.

Please be assured that our office is committed to resolving this matter in an efficient and
timely manner. If you have any questions, please do not hesitate to contact
Wandah Hardy, Investigator at (312) 353-9774, (Voice), (312) 353-5693, (TDD)
or at Wandah.Hardy@hhs.gov. Please be advised that communication by unencrypted e-
mail present a risk of disclosure of the transmitted information to, or interception by,
unintended third parties. Please keep this in mind when communicating with us by e-mail.
When contacting this office, please remember to include the transaction number that we
have given this file. That number is located in the upper left-hand corner of this letter.
Thank you.

Sincerely,

Wandah Hardy RN, BSN, MPA
Investigator
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© Please treat this as Confidential.
This message was sent with High importance.
From: [inviR - i T | Sent Wed 3/18/2015 8:51 AM
Ta: Hardy, Wandah (HHS/OCR)
Cc
Subject: CONFIDENTIAL INFORMATION | Case 14-189872
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Good morning Ms. Hardy,

Please see the following information per our conversation on March, 10™:

a) May 12, 2014 patient’s electronic medical record was accessed for a period of 1 minute to view insurance inform
b) Patient’s last date of service was on January 3, 2015 for a pregnancy test. She was seen by Healthcare Tech,

Should you have any further questions, please do not hesitate to contact me.

Thank you
Planned Planned
Parenthood’ Parenthood’

Care. No matter what.
Planned Parenthood of the 5t. Louis Region and

(R AVEY (DT, MsN, NEA-BC

Vice President of Patient Services and Education

Act. No matter what,
of the St Louis Region and Scuthwest Missouri g

Missouri

4251 Forest Park Avenue St Louis, MO 63108
p: 314.531.7526 ext.307 | f: 3145319731 |

| e R d.org/stiouls
and is and/or legally privileged. If you

This transmission, and any files that may accompany it, contain information belonging to Planned Parenthood of the 5t. Louis Region and Sourthwest Missouri and all affiliated
are not the intended recipient, any disclosure, copying, distribution or the taking of any action in reliance on the contents of this transmission is strictly pronibited. If you believe you have received this transmission in error, please contact the sender

immediately,
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From: b)Y (b WTMCY | Sent: Tue 2/24/2015 536 FM
Ta: Hardy, Wandah (HHS/OCR)
ce
Subject: RE: Complaint #14-185872
s e
-
Hi Ms. Hardy,

| did start the process and so far am turning up nothing to substantiate the concern. The medical history we have for the time period we discussed does not even address or identify the sensitive issue
we talked about. There is no request from the client for the care she cited. This is the electronic record.

| am going to request the paper record from a previous visit from our off-site storage to see if | can glean any other information.
| do wonder if her concern might have actually occurred through one of the other providers.

| will keep you posted as | learn more.

Thank you

Planned Planned
Parenthood"

Care. No matter what Agt. Mo matter what

l’h‘n’ﬁ‘rl’h o BSW

FTESIDENT an
4251 Forest Park Avenue St Louis, MO 63108
p: 3145317526 ext 307 | : 3145319731

e T ar e enthoad, atesorg
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This transmission, and any files that may accompany it, contain information belonging to Planned Parenthood of the 5t. Lous Reglon and Southwest Missourl and all affillated corporations, and bs considered confidential and/or legally privileged. If you

are not the intended recipient, any disclosure, copying, distribution or the taking of any action in reliance on the contents of this transmission is strictly prohibited. If you believe you have received this transmission in error, please contact the sender
immediately.

From: Hardy, Wandah (HHS/0CR) 3
Sent: Tuesday, February 24, 2015 4:21 PM
To: E———

Cc: Hardy, Wandah (HHS/OCR)

Subject: Complaint #14-189872

Please forgive the delay. If you have any questions, my contact info is below. Thanks for your attention to this matter.
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DEPARTMENT OF HEALTH & HUMAN SERVICES (ll_?_!"ICE OF THE SE(;I_IETARY
Voice - (312) 886-2359 Office for Civil Rights, Region V
TDD - (312) 363-5693 233 N. Michigan Ave,, Suite 240
C (FAX) - (312) 886-1807 Chicago, IL 60601
http./iwww.hhs.goviocr

June 3, 2015
(b)(B),(b)(7)C)

|{b){6);{b){7){c) |RN, MSN, NEA-BC
Planned Parenthood
Vice President of Patient Services and Education
4521 Forest Park Avenue
St. Louis, MO 63108

Re: [©E).0)7) _
OCR Transactlon Number 14-189872

(b)(B);,(bXTHC)

Dear

On June 26, 2014, the U.S. Department of Health and Human Services (HHS), Office for
Civil Rights (OCR), received a complaint filed by |(£)6).0)7)(C) alleging that Planned
Parenthood, had violated the Federal Standards for Privacy of Individuaily Identifiable
Health Information and/or the Security Standards for the Protection of Electronic
Protected Health Information (45 C.F.R. Parts 160 and 164, Subparts A, C, and E, the
Privacy and Security Rules). Specifically, |©6)/0)7)C) |alleges that an employee of
Planned Parenthood impermissibly disclosed her protected health information related to a
sensitive medical condition.

OCR enforces the Privacy, Security, and Breach Notification Rules, and also Federal civil
rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances,
sex and reiigion.

OCR has reviewed the matter raised in the complaint. On, February 23, 2015, OCR
notified Planned Parenthood of this complaint. On February 24, 2015, Planned
Parenthood provided a written response to OCR. On March 18, 2015, Planned
Parenthood provided additional information to OCR regarding [{)6),0)7)(C) complaint
allegations. Based on our review of the facts and circumstances of this matter, we have
determined that there is insufficient evidence to substantiate [D)©.0)XN(C) | allegation
that Planned Parenthood violated the Privacy Rule,

In general, a covered entity or business associate may not use or disclose PHI, except as
permitted or required by the Privacy Rule. 45 C.F.R. § 164.502(a).

In its reponse to OCR, Planned Parenthood stated that it conducted an investigation into
the allegations, and could not find any evidence to show that an impermissible disclosure
of |{b){6);{b){?){0) PHI occurred by a Planned Parenthood staff member. Planned Parenthood
reported that it undertook an audit of[(b)©)(b)7)C) |electronic medical record, and found




that there had been had been no inappropriate access by Planned Parenthood staff
members. Planned Parenthood also noted that it did not see any information in the
record related toWsensitive medical condition.

On April 27, 2015, Wandah Hardy, the OCR Investigator assigned to this complaint,
interviewed [LE).H)N(C) | was asked if she had additional information to
substantiate her allegation, and she confirmed that she did not. [(0)(6),(0)(7)(C) |maintained
that Planned Parenthood is the only place she seeks care when her primary OBGYN is
unavailable, and that she did not believe that the disclosure was made by a staff member
in her primary OBGYN's office.

Based on our review of the facts and circumstances of this matter, we have determined
that there is insufficient evidence to substantiate allegation that Planned
Parenthood violated the Privacy Ruie, and as such, this case will be closed without further
action, effective the date of this letter. OCR’s determination as stated in this applies only
to the allegations in this complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and
other information about this case upon request by the public. In the event OCR receives
such a reguest, we will make every effort, as permitted by law, to protect information
that identifies individuals or that, if released, could constitute a clearly unwarranted
invasion of personal privacy.

Sincerely,

oS
e

Celeste H, Davis
Regional Manager
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“%h HEALTH INFORMATION PRIVACY COMPLAINT

CED]

YOUR FIRST NAME YOUR LAST NAME
[oyAym ] [L)XEOTIC) ]
HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)

[(0)(6),(b)(7)(C) |
STREET ADDRESS CITY

1(B)(E);,(0)(7)(C) | |(b)(6);(b)(7)(0) |
STATE ZIP E-MAIL ADDRESS (If available)
ATy ] ALy ] [(b)(B),(b)(7)C) |
Are you filing this complaint for someone else? [ Yes [X] No

If Yes, whose health information privacy rights do you believe were violated?

FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

Planned Parenthocod
STREET ADDRESS CITY

4786 N. Peck Rd El Monte
STATE ZIP PHONE (Please include area code)

California 91732 (800) 576-5544

When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)

07/18/2014

Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

I went into the clinic to get the pill form, for a temination of pregnancy. A few days later I had my
best friend UbWRVRTVCY ] contact me and advise me her friend told her she seen me there and she
works there, and told my friend[{p) (p)(]Jthat I went there to get the abortion pill. First of all I
kept this confidential from all of my friends and family, and for this girl to tell her something I
feel viclated and upset. Not even my boyfriend knows I went. This ultimately could have caused me
danger either to me cor my life, my boyfriend is very temper mental, and I do not know what his
reaction would have been if he knew I terminated my pregnancy. I do not know the employees name, but
I will be hiring an attorney if I need to, sco they can hire an investigator to figure it out. The
only thing I have is some text messages between my best friend, because I was trying to get the girls
This field may be truncated due to size limit. See the "Allegation Description" file in the case folder.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

[®E.OMC) | 07/24/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-700 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF




The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
[x] Hispanic or Latino

[_] Not Hispanic or Latino

[] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[1 White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[CIHHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org [X] Lawyer/Legal Org [ Phone Directory [_] Employer

[_|Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

[] Conference/OCR Brochure  [_| Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: J(b)(ﬁ)i(b)m(o) Date: 07/24/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): |(b)(6);(b)(7)(o)

(b)B);(L)T)C)

Address:

Telephone Number:|®)6)®)7)(C)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



| went into the clinic to get the pill form, for a temination of pregnancy. A few days later | had my best
friend[®)E).(0)7)(C) ] contact me and advise me her friend told her she seen me there and she works
there, and told my friend[(b)6).(] that | went there to get the abortion pill. First of all | kept this
confidential from all of my friends and family, and for this girl to tell her something | feel violated and
upset. Not even my boyfriend knows | went. This ultimately could have caused me danger either to me
or my life, my boyfriend is very temper mental, and | do not know what his reaction would have been if
he knew | terminated my pregnancy. | do not know the employees name, but | will be hiring an attorney
if | need to, so they can hire an investigator to figure it out. The only thing | have is some text messages
between my best friend, because | was trying to get the girls name, but it seems as if my friend did not
wnt to give it to me. Please see the following documents that | uploaded. Thanks
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September 11, 2014

(L)) (L)THC)

RE: OCR Transaction Number: 14-191232

b)(6);(b)(7
Dear [DEEID)

On July 24, 2014, the U.S. Department of Health and Human Services (HHS), Office for Civil
Rights (OCR), received your complaint alleging that Planned Parenthood, the covered entity,
has violated the Federal Standards for Privacy of Individually Identifiable Health Information
(45 C.F.R. Parts 160 and 164, Subparts A and E, the Privacy Rule). Specifically, you allege
that on or around July 18, 2014, a staff member texted a mutual friend of yours and
disclosed your visit at Planned Parenthood and the reason for your visit. This allegation
could reflect a violation of 45 C.F.R. §§§ 164.502(a), 164.510 (b), and 164.530(c).

Thank you for bringing this matter to OCR’s attention. Your complaint plays an integral part
in OCR’s enforcement efforts.

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces the
Federal civil rights laws which prohibit discrimination in the delivery of health and human
services because of race, color, national origin, disability, age, and under certain
circumstances, sex and religion.

A covered entity may not use or disclose protected health information except as permitted
or required by the Privacy Rule. As long as an individual does not object, a covered entity is
allowed to share or discuss with the individual’s family, friends, or other persons identified
by the individual the protected health information that is directly relevant to such person’s
involvement with the individual’s care or payment for care. The covered entity may ask the
individual’s permission, may tell the individual that the covered entity plans to discuss the
information and give the individual an opportunity to object, or may decide, using the
covered entity’s professional judgment, that the individual does not object. However, in any
of these cases, the covered entity may discuss only the information that the person
involved needs to know about the individual’'s care or payment for their care.

The minimum necessary provision of the Privacy Rule also requires the covered entity to
limit access to protected health information by identifying the persons or classes of persons
within the covered entity who need access to the information to carry out their job duties,
the categories or types of protected health information needed, and conditions appropriate
to such access.



Finally, a covered entity must provide a process for individuals to make complaints
concerning the covered entity’s policies and procedures required by the Privacy Rule or its
compliance with such policies and procedures or with the requirements of the Privacy Rule.
45 C.F.R. § 164,530 (d){1).

We have carefully reviewed your complaint against Planned Parenthood and have
determined to resolve this matter through the provision of technical assistance to Planned
Parenthood. Should OCR receive a similar allegation of noncompliance against Planned
Parenthood in the future, OCR may initiate a formal investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of
this letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

If you have any questions regarding this matter, please contact Catherine Kim, Investigator,
at (202) 619-3739 (Volice) or {202) 619-3257 (TDD).

Sincerely,
t\@ rg)W
¥f1\&\,\,_ Sarah C. Brown

Interim Director
Centralized Case Management Operations
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September 11, 2014

Privacy Officer
Planned Parenthood
4786 N. Peck Rd

El Monte, CA 91732

RE: OCR Transaction Number: 14-191232
Dear Privacy Officer:

On July 24, 2014, the U.S. Department of Health and Human Services (HHS), Office for Civil
Rights (OCR), received a complaint alleging that Planned Parenthood, the covered entity,
has violated the Federal Standards for Privacy of Individually Identifiable Health Information
(45 C.F.R. Parts 160 and 164, Subparts A and E, the Privacy Rule). Specifically, the
complainant, alleges that, on or around July 18, 2014, a staff member texted a
mutual friend of hers and disclosed her visit at Planned Parenthood and the reason for her
visit. This allegation could reflect a violation of 45 C.F.R. §§§ 164.502(a), 164.510 (b), and
164.530(c).

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces the
Federal civil rights laws which prohibit discrimination in the delivery of health and human
services because of race, color, national origin, disability, age, and under certain
circumstances, sex and religion.

Pursuant to the Privacy Rule, a covered entity may not use or disclose protected health
information (PHI) except as permitted or required by the Privacy Rule. As long as an
individual does not object, a covered entity is allowed to share or discuss the individual’s
health information with the individual’s family, friends, or others involved in the individual’s
care or payment for their care. The covered entity may ask the individual’s permission,
may tell the individual that the covered entity plans to discuss the information and give the
individual an opportunity to object, or may decide, using the covered entity’s professional
judgment, that the individual does not object. However, in any of these cases, the covered
entity may discuss only the information that the person involved needs to know about the
individual’s care or payment for their care.

The minimum necessary provision of the Privacy Rule also requires the covered entity to
limit access to protected health information by identifying the persons or classes of persons
within the covered entity who need access to the information to carry out their job duties,
the categories or types of protected health information needed, and conditions appropriate
to such access.



Finally, a covered entity must provide a process for individuals to make complaints
concerning the covered entity’'s policies and procedures required by the Privacy Rule or its
compliance with such policies and procedures or with the requirements of the Privacy Rule,
45 C.F.R. § 164.530 (d)(1). '

In this matter, the complainant alleges that the complainant’s PHI was impermissibly
disclosed to a member of the complainant’s family or to an acquaintance of the complainant
or that the complainant’s PHI was otherwise impermissibly used by an employee of Planned
Parenthood. Pursuant to its authority under 45 C.F.R. §§ 160.304(a) and (b), OCR has
determined to resolve this matter through the provision of technical assistance to Planned
Parenthood. To that end, OCR has enclosed material explaining the Privacy Rule provisions
related to Disclosures to Family and Friends, the Minimum Necessary Requirement, and
Reasonable Safeguards.

It is our expectation that you will review these materials closely and share them with your
staff as part of the Health Insurance Portability and Accountability Act (HIPAA) training you
provide to your workforce. It s also our expectation that you will assess and determine
whether there may have been an incident of noncompliance as alleged by the complainant
in this matter, and, if so, to take the steps necessary to ensure such noncompliance does
not occur in the future. Please contact OCR if you need further information regarding the
allegations in this matter. Should OCR receive a similar allegation of noncompliance against
Planned Parenthood in the future, OCR may initiate a formal investigation of that matter.

Based on the forgoing, OCR is closing this case without further action, effective the date of
this letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
persconal privacy.

If you have any questions regarding this matter, please contact Catherine Kim, Investigator,
at (202) 619-3739 (Voice) or (202) 619-3257 (TDD).

Sincerely,
%/ Sarah C. Brown

Interim Director
Centralized Case Management Cperations

Enclosure: Disclosures to Family and Friends
The Minimum Necessary Requirement
Reasonable Safeguards



DISCLOSURES TO FRIENDS AND FAMILY
45 C.F.R. § 164.510(b)

The Privacy Rule does not require a health care provider or health plan to share information
with a patient’s family or friends, unless they are the patient’s personal representatives.
The law does permit providers and plans to share information with a patient’s family or
friends in certain circumstance. A health care provider or health plan may share relevant
information with family members or friends involved in the patient’s health care or payment
for the patient’s health care, if the patient tells the provider or plan that it can do so, or if
the patient does not object to sharing of the information. For example, if the patient does
not object, the patient’s doctor could talk with the friend who goes with the patient to the
hospital or a family member who pays the patient’s medical bill.

A provider or plan may also share relevant information with these persons if, using its
professional judgment, it believes that the patient does not object. For example, if a patient
sends a friend to pick up your prescription for the patient, the pharmacist can assume that
the patient does not object to their being given the medication. When the patient is not
there or is injured and cannot give their permission, a provider may share information with
these persons when it decides that doing so would be in the patient’s best interest.

Frequently Asked Questions

Q: Does the HIPAA Privacy Rule permit a doctor to discuss a patient’s health
status, treatment, or payment arrangements with the patient’s family and
friends?

Al Yes. The HIPAA Privacy Rule at 45 CFR 164.510(b) specifically permits covered
entities to share information that is directly relevant to the involvement of a spouse,
family members, friends, or other persons identified by a patient, in the patient’s
care or payment for health care. If the patient is present, or is otherwise available
prior to the disclosure, and has the capacity to make health care decisions, the
covered entity may discuss this information with the family and these cother persons
if the patient agrees or, when given the opportunity, does not object. The covered
entity may also share relevant information with the family and these other persons if
it can reasonably infer, based on their professional judgment, that the patient does
not object. Under these circumstances, for example:

+ A doctor may give information about a patient’s mobility limitations to a friend
driving the patient home from the hospital.

+ A hospital may discuss a patient’s payment options with her adult daughter.

» A doctor may instruct a patient’s roommate about proper medicine dosage when she
comes to pick up her friend from the hospital.

+ A physician may discuss a patlent’s treatment with the patient in the presence of a
friend when the patient brings the friend to a medical appointment and asks if the
friend can come into the treatment room.

Even when the patient is not present or it is impracticable because of emergency
circumstances or the patient’s incapacity for the covered entity to ask the patient
about discussing her care or payment with a family member or other person, a
covered entity may share this information with the person when, in exercising



professional judgment, it determines that doing so would be in the best interest of
the patient. See 45 CFR 164.510(b). Thus, for example:

A surgeon may, if consistent with such professional judgment, inform a patient’s
spouse, who accompanied her husband to the emergency room, that the patient has
suffered a heart attack and provide periodic updates on the patient’s progress and
prognosis.

A doctor may, if consistent with such professional judgment, discuss an incapacitated
patient’s condition with a family member over the phone.

In addition, the Privacy Rule expressly permits a covered entity to use professional
judgment and experience with common practice to make reasonable inferences
about the patient’s best interests in allowing another person to act on behalf of the
patient to pick up a filled prescription, medical supplies, X-rays, or other similar
forms of protected health informatlon. For example, when a person comes to a
pharmacy requesting to pick up a prescription on behalf of an individual he identifies
by name, a pharmacist, based on professional judgment and experience with
common practice, may allow the persan to do so.

If the patient is not present or is incapacitated, may a health care provider
still share the patient’s health information with family, friends, or others
involved in the patient’s care or payment for care?

Yes. If the patient is not present or is Incapacitated, a heaith care provider may
share the patient’s information with family, friends, or others as long as the health
care provider determines, based on professional judgment, that it is in the best
interest of the patient. When someone cther than a friend or family member is
involved, the health care provider must be reasonably sure that the patient asked
the person to be involved in his or her care or payment for care. The health care
provider may discuss only the information that the person involved needs to know
about the patient’s care or payment. Here are some examples:

A surgeon who did emergency surgery on a patient may tell the patient’s spouse
about the patient’s condition while the patient is unconscious.

A pharmacist may give a prescription to a patient’s friend who the patient has sent to
pick up the prescription.

A hospital may discuss a patient’s bill with her adult son who calls the hospital with
questions about charges to his mother’s account.

A health care provider may give information regarding a patient’s drug dosage to the
patient’s health aide who calls the provider with questions about the particular
prescription.

BUT:

A nurse may not tell a patient’s friend about a past medical problem that is unrelated
to the patient’s current condition.

A health care provider is not required by HIPAA to share a patient’s information when
the patient is not present or is incapacitated, and can choose to wait until the patient
has an opportunity to agree to the disclosure.



HIPAA Privacy Rule Disclosures to a Patient’s Family, Friends, or Others Involved
in the Patient’s Care or Payment for Care

Family Member or Friend

Other Persons

Patient is present and has
the capacity to make
health care decisions

Provider may disclose
relevant information if the
provider does one of the
following:

(1) Obtain the patient’s
agreement;

{2) Gives the patient an
opportunity to object
and the patient does
not object;

{3) Decides from the
circumstances, based
on professional
judgment, that the
patient does not
object

Disclosure may be made in
person, over the phone, or in
writing

Provider may disclose
relevant information if the
provider does one of the
following:

(1) Obtain the patient’s
agreement;

(2) Gives the patient an
opportunity to object
and the patient does
not object;

(3) Decides from the
circumstances, based
on professional
judgment, that the
patient does not
object

Disclosure may be made in
person, over the phone, orin
writing

Patient is not present or
is incapacitated

Provider may disclose
relevant information if,
based con professional
judgment, the disclosure is
in the patient’s best interest.

Disclosure may be made in
person, over the phone, orin
writing.

Provider may use
professional judgment and
experience to decide if it is in
the patient’s best interest to
allow someone to pick up
filled prescriptions, medical
supplies, X-rays, or other
similar forms of health
informaticn for the patient.

Provider may disclose
relevant information if the
provider is reasonably sure
that the patient has involved
the persan in the patient’s
care and in his or her
professional judgment, the
provider believes the
disclosure to be in the
patient’s best Interest.

Disclosure may be made in
person, over the phone, orin
writing.

Provider may use
professional judgment and
experience to decide if it is in
the patient’s best interest to
allow someaone to pick up
filled prescriptions, medical
supplies, X-rays, or other
similar forms of health
information for the patient.




THE MINIMUM NECESSARY REQUIREMENT
45 C.F.R. §5 164.502(b) and 164.514(d)

Background

The minimum necessary standard, a key protection of the HIPAA Privacy Rule, is derived
from confidentiality codes and practices in common use today. It is based on sound current
practice that protected health information should not be used or disclosed when it is not
necessary to satisfy a particular purpose or carry out a function. The minimum necessary
standard requires covered entities to evaluate their practices and enhance safeguards as
needed to limit unnecessary or inappropriate access to and disclosure of protected health
information. The Privacy Rule's requirements for minimum necessary are designed to be
sufficiently flexible to accommodate the various circumstances of any covered entity.

How the Rule Works

The Privacy Rule generally requires covered entities to take reasonable steps to limit the
use or disclosure of, and requests for, protected health information to the minlmum
necessary to accomplish the intended purpose. The minimum necessary standard does not
apply to the following:

Disclosures to or requests by a health care provider for treatment purposes.

Disclosures to the individual who is the subject of the information.

Uses or disclosures made pursuant to an individual’s authorization.

Uses or disclosures required for compliance with the Health Insurance Portability and

Accountability Act (HIPAA) Administrative Simplification Rules,

s Disclosures to the Department of Health and Human Services (HHS) when disclosure
of information is required under the Privacy Rule for enforcement purposes.

» Uses or disclosures that are required by other law.

The implementation specifications for this provision require a covered entity to develop and
implement policies and procedures appropriate for its own organization, reflecting the
entity’s business practices and workforce. While guidance cannot anticipate every question
or factual application of the minimum necessary standard to each specific industry context,
where it would be generally helpful we will seek to provide additional clarification on this
Issue in the future. In addition, the Department will continue to monitor the workability of
the minimum necessary standard and consider proposing revisions, where appropriate, to
ensure that the Rule does not hinder timely access to quality health care.

Uses and Pisclosures of, and Requests for, Protected Health Information

For uses of protected health information, the covered entity’s policies and procedures must
identify the persons or classes of persons within the covered entity who need access to the
information to carry out their job duties, the categories or types of protected health
information needed, and conditions appropriate to such access. For example, hospitals may
implement policies that permit doctors, nurses, or others invoived in treatment to have
access to the entire medical record, as needed. Case-by-case review of each use is not
required. Where the entire medical record is necessary, the covered entity’s policies and
procedures must state so explicitly and include a justification. For routine or recurring



requests and disclosures, the policies and procedures may be standard protocols and must
limit the protected health information disclosed or requested to that which is the minimum
necessary for that particular type of disclosure or request. Individual review of each
disclosure or request is not required. For non-routine disclosures and requests, covered
entities must develop reasonable criteria for determining and limiting the disclosure or
request to only the minimum amount of protected health information necessary to
accomplish the purpose of a non-routine disclosure or request. Non-routine disclosures and
requests must be reviewed on an individual basis in accordance with these criteria and
limited accordingly. Of course, where protected health information is disclosed to, or
requested by, health care providers for treatment purposes, the minimum necessary
standard does not apply.

Reasonable Reliance

In certain circumstances, the Privacy Rule permits a covered entity to rely on the judgment
of the party requesting the disclosure as to the minimum amount of information that is
needed. Such reliance must be reasonable under the particular circumstances of the
request. This reliance is permitted when the request is made by:

e A public official or agency who states that the information requested is the minimum
necessary for a purpose permitted under 45 CFR 164.512 of the Rule, such as for
public health purposes {45 CFR 164.512(b)).

Another covered entity.

A professional who is a workforce member or business associate of the covered
entity holding the information and who states that the information requested is the
minimum necessary for the stated purpose,

» A researcher with appropriate documentation from an Institutional Review Board
(IRB) or Privacy Board.

The Rule does not require such reliance, however, and the covered entity always retains
discretion to make its own minimum necessary determination for disclosures to which the
standard applies.

Frequentl ed Questions
Q: How are covered entities expected to determine what is the minimum
necessary information that can be used, disclosed, or requested for a
particular purpose?
A: The HIPAA Privacy Rule requires a covered entity to make reasonable efforts to limit

use, disclosure of, and requests for protected health information to the minimum
necessary to accomplish the intended purpose. To allow covered entities the
flexibility to address their unique circumstances, the Rule requires covered entities to
make their own assessment of what protected health information is reasonably
necessary for a particular purpose, given the characteristics of their business and
workforce, and to implement policies and procedures accordingly. This is not an
absolute standard and covered entities need not limit information uses or disclosures
to those that are absolutely needed to serve the purpose. Rather, this is a
reasonableness standard that calls for an approach consistent with the best practices
and guidelines already used by many providers and plans today to limit the
unnecessary sharing of medical information.
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The minimum necessary standard requires covered entities to evaluate their
practices and enhance protections as needed te limit unnecessary or inappropriate
access to protected health information. It is intended to reflect and be consistent
with, not override, professional judgment and standards. Therefore, it is expected
that covered entitles will utilize the input of prudent professionals involved in health
care activities when developing policies and procedures that appropriately limit
access to personal health information without sacrificing the quality of health care.

Does the HIPAA Privacy Rule strictly prohibit the use, disclosure, or request
of an entire medical record? If not, are case-by-case justifications required
each time the entire medical record is disclosed?

No. The Privacy Rule does not prohibit the use, disclosure, or request of an entire
medical record; and a covered entity may use, disclose, or request an entire medical
record without a case-by-case justification, if the covered entity has documented in
its policies and procedures that the entire medical record is the amount reasonably
necessary for certain identifled purposes.

For uses, the policies and procedures would identify those persons or classes of
person in the workforce that need to see the entire medical record and the
conditions, if any, that are appropriate for such access. Policies and procedures for
routine disclosures and requests and the criteria used for non-routine disclosures and
requests would identify the circumstances under which disclosing or requesting the
entire medical record is reasonably necessary for particular purpeoses. The Privacy
Rule does not require that a justification be provided with respect to each distinct
medical record.

Finally, no justification is needed in those instances where the minimum necessary
standard does not apply, such as disclosures to or requests by a health care provider
for treatment purposes or disclosures to the individual who is the subject of the
protected health information.

In limiting access, are covered entities required to completely restructure
existing workflow systems, including redesigning office space and
upgrading computer systems, in order to comply with the HIPAA Privacy
Rule's minimum necessary requirements?

No. The basic standard for minimum necessary uses requires that covered entities
make reasonable efforts to limit access to protected health information to those in
the workforce that need access based on their roles in the covered entity.

The Department generally does not consider facility redesigns as necessary to meet
the reasonableness standard for minimum necessary uses. However, covered entities
may need to make certain adjustments to their facilities to minimize access, such as
isolating and locking file cabinets or records rooms, or providing additional security,
such as passwords, on computers maintaining personal information.

Covered entities should also take into account their ability to configure their record
systems to allow access to only certain fields, and the practicality of organizing
systems to allow this capacity. For example, it may not be reasonable fer a small,
solo practitioner who has largely a paper-based records system to limit access of
employees with certain functions to only limited fields in a patient record, while other
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employees have access to the complete record. In this case, appropriate training of
employees may be sufficient. Alternatively, a hospital with an electronic patient
record system may reasonably implement such controls, and therefore, may choose
to limit access in this manner to comply with the Privacy Rule.



Reasonable Safeguards
45 C.F.R. § 164,530 {¢)

A covered entity must have in place appropriate administrative, technical, and physicai
safeguards that protect against uses and disclosures not permitted by the Privacy Rule, as
well as that limit incidental uses or disclosures. See 45 C.F.R. §164.530 (c). It is not
expected that a covered entity’s safequards guarantee the privacy of protected health
information from any and all potential risks. Reasonable safeguards will vary from covered
entity to covered entity depending on factors, such as the size of the covered entity and the
nature of its business. In implementing reasonable safeguards, covered entities should
analyze their own needs and circumstances, such as the nature of the protected health
information it holds, and assess the potential risks to patients’ privacy. Covered entities
should also take into account the potential effects on patient care and may consider other
issues, such as the financial and administrative burden of implementing particular
safeguards.

Many health care providers and professionals have long made it a practice to ensure
reasonable safeguards for individuals’ health information - for instance:

« By speaking quietly when discussing a patient’s condition with family members in a
waiting room or other public area;

» By avoiding using patients’ names in public hallways and elevators, and posting signs
to remind employees to protect patient confidentiality;
By isolating or locking file cabinets or records rooms; or
By providing additional security, such as passwords, on computers maintaining
personal information.

Protection of patient confidentiality is an important practice for many health care and health
information management professionals; covered entities can build upon those codes of
conduct to develop the reasonable safeguards required by the Privacy Rule.
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S y DEPARTMENT OF HEALTH AND HUMAN SERVICES See OMB Statement on Reverse.
3 C OFFICE FOR CIVIL RIGHTS (OCR)

h HEALTH INFORMATION PRIVACY COMPLAINT

CED

YOUR FIRST NAME YOUR LAST NAME

[BYE VTHCY ] [(0)E).0)NIC) |

HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)

[(D)(6).(b)(T)(C) |

STREET ADDRESS CITY

[(D)BYONTHC) | |(b)(6);(b)(?)(C) |
STATE ZIP E-MAIL ADDRESS (If available)
[(B)®).(b)(T)(C) | | ERYETYaaY J(bMBY (VT HCH ]

Are you filing this complaint for someone else? [ Yes [X] No

If Yes, whose health information privacy rights do you believe were violated?

FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

Planned Parenthood of the Pacific Scuthwest
STREET ADDRESS CITY

1075 Camino del Rio South San Diego

STATE ZIP PHONE (Please include area code)
California 92108 (619) 881-4530

When do you believe that the violation of health information privacy rights occurred?

LIST DATE(S)
07/23/2014

Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

On July 23,2014, I got a email from [(b)B),b)7)C) | who is a Medical Records Administrative Assistant
for Planned Parenthood of the Pacific Southwest. In this email that she [E)B).B)T)C)
attachment of another patient's medical records.

| sent was an

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

|(b)(6);(b)(7)(0) | 07/24/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.
HHS-700 (7/09) (FRONT)

PSC Graphics (301) 443-1090 EF



The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[_] Not Hispanic or Latino

[x] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[1 White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[(JHHS Website/Internet Search Family/Friend/Associate [ ] Religious/Community Org[_] Lawyer/Legal Org [_] Phone Directory [X] Employer

[_|Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

[] Conference/OCR Brochure  [_| Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

(b)B);(L)T)C)

Signature: Date: 07/24/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): [©)®)®)7)(C) |

Address: |®N©):0)7IC)

Telephone Number]®)6).0)7)(C)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



On July 23,2014, | got a email from|®)E)G)I7NC) [who is a Medical Records Administrative Assistant for

Planned Parenthood of the Pacific Southwest. In this email that she|(b)6);(b)(7)(C) sent was an

attachment of another patient's medical records.
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http://www.hhs.gov/ocr Washington, DC 20201

September 16, 2014

(b)B);(L)T)C)

RE: OCR Transaction Number: 14-191237

Dear [0}

On July 24, 2014 the U.S. Department of Health and Human Services (HHS), Office for Civil
Rights (OCR), received your complaint alleging that Planned Parenthood of the Pacific
Southwest, the covered entity, has violated the Federal Standards for Privacy of Individually
Identifiable Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E, the Privacy
Rule). Specifically, you allege that on July 23, 2014, Planned Parenthood of the Pacific
Southwest employee emailed you the protected health information of another
patient in error. This allegation could reflect a violation of 45 C.F.R. §§ 164.502(a) and
164.530(c).

Thank you for bringing this matter to OCR’s attention. Your complaint plays an integral part
in OCR’s enforcement efforts.

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex
and religion.

The Privacy Rule allows health care providers and health plans to share protected health
information (PHI) for permitted purposes using the mail, email or fax, as long as they use
reasonable and appropriate administrative, technical, and physical safeguards to protect the
privacy of the PHI. See 45 C.F.R. § 164.502(a). These safeguards may vary depending on
the mode of communication used. For example, when faxing PHI to a telephone number
that is not used regularly, a reasonable safeguard may involve a covered entity first
confirming the fax number with the intended recipient of the fax.

We have carefully reviewed your complaint against Planned Parenthood of the Pacific
Southwest and have determined to resolve this matter through the provision of technical
assistance to Planned Parenthood of the Pacific Southwest. Should OCR receive a similar
allegation of noncompliance against Planned Parenthood of the Pacific Southwest in the
future, OCR may initiate an investigation of that matter.



Based on the foregoing, OCR is closing this case without further action, effective the date of
this letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

If you have any questions regarding this matter, please contact Jennifer Marshall,
Investigator, at 202-619-0658 (Voice) or (202) 619-3257 (TDD).

Sincerely,

e

Sarah C. Brown
Interim Director
Centralized Case Management Operations
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Voice - (800) 368-1019 i ik
TDD - (202) 619-3257 Office for Civil Rights
Fax - (202) 619-3818
http://www.hhs.gov/ocr

200 Independence Avenue, S\W.,
Room 509F
Washington, DC 20201

September 16, 2014

Planned Parenthood of the Pacific Southwest
Attn: Privacy Officer

1075 Camino Del Rio South

San Diego, CA 92108

RE: OCR Transaction Number: 14-191237
Dear Privacy Officer:

On July 24, 2014 the U.S. Department of Health and Human Services (HHS), Office for Civil
Rights (OCR), received a complaint alleging that Planned Parenthood of the Pacific
Southwest, the covered entity, has violated the Federal Standards for Privacy of Individually
Identifiable Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E, the Privacy
Rule). Specifically, the complainant, [{)@),b)7)(C) | alleges that on July 23, 2014 Planned
Parenthood of the Pacific Southwest employee [(b)6),b)7)C) | emailed the protected health
information of another patient to[(P)®).0)7)(C|in error. This allegation could reflect a violation
of 45 C.F.R. §§ 164.502(a) and 164.530(c).

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex
and religion.

Generally, the Privacy Rule permits a covered entity to make disclosures of protected health
information (PHI) for a permitted purpose, through a variety of means, such as by email,
mail or facsimile machine, as long as the covered entity, when doing so, uses reasonable
and appropriate administrative, technical, and physical safeguards to protect the privacy of
the PHI. See 45 C.F.R. § 164.502(a). These safeguards may vary depending on the mode
of communication used. For example, when faxing PHI to a telephone number that is not
used regularly, a reasonable safeguard may involve a covered entity first confirming the fax
number with the intended recipient of the fax.

In this matter, the complainant alleges that PHI was impermissibly disclosed either through
the email, mail or by fax. Pursuant to its authority under 45 C.F.R. §§ 160.304(a) and (b),
OCR has determined to resolve this matter through the provision of technical assistance to
-Planned Parenthood of the Pacific Southwest. To that end, OCR has enclosed a checklist of
reminders on how to safely use the email, mail or fax machines when sending PHI.

You are encouraged to review these materials closely and to share them with your staff as
part of the Health Insurance Portability and Accountability Act (HIPAA) training you provide
to your workforce. You are also encouraged to assess and determine whether there may



have been an incident of noncompliance as alleged by the complainant in this matter, and, if
so, to take the steps necessary to ensure such noncompliance does not occur in the future.
Please contact OCR if you need further information regarding the allegations in this matter.
Should OCR receive a similar allegation of nancompliance against Planned Parenthood of the
Pacific Southwest in the future, OCR may initiate an investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of
this letter, OCR’s determination as stated in this letter applies only to the allegations in this
compiaint that were reviewed by OCR,

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

If you have any questions regarding this matter, please contact Jennifer Marshall,
Investigator, at 202-619-0658 (Voice) or (202) 619-3257 (TDD).

Sincerely,

— e

G-Sarah C. Brown

Interim Director
Centralized Case Management Operations

Enclosure: Checklist



May a physician’s office or health plan use mail or fax to
send patient medical information?

Yes. Where the Privacy Rule allows covered health care providers, health plans, or health
care clearinghouses to share protected health information with another organization or with
the individual, they may use a variety of means to deliver the information, as long as they
use reasonable safeguards when doing so. When the communications are in writing, the
patient information may be sent by mail, fax, or other means of reliabie delivery.

The Privacy Rule requires that covered entities apply reasonable safeguards when making
these communications to protect the patient information from inappropriate use or
disclosure to unauthorized persons. These safeguards will vary depending on the mode of
communication used. For example, when mailing patient information, reasonable safeguards
would include checking to see that the name and address of the recipient are correct and
current and that only the minimum amount of patient information is showing on the outside
of the envelope to ensure proper delivery to the intended recipient. When faxing protected
health information to a telephone number that is not regularly used, a reasonable safeguard
would include first confirming the fax number with the intended recipient. Similarly, a
covered entity may pre-program frequently used numbers directly into the fax machine to
avoid misdirecting the information to someone who is not the intended recipient.

The following checklists provide guidance on reasonable safeguards that 2 covered health
care provider, health plan, or health care clearinghouse may put in place to protect patient
information from being impermissibly disclosed during (1) mailing and (2) faxing.

See 45 C.F.R. § 164.530(c).

MAILING CHECKLIST

[] | Carefully check name and address of intended recipient. Many names are similar;
make sure you have the correct name for the intended recipient on the envelope.
Make sure the address on the envelope matches the correct address of the intended
recipient.

{71 | Carefully check the contents of the envelope before sealing. Make sure the contents
may be permissibly disclosed to the intended recipient or properly relate to the
individual. Check all pages to make sure records or material related to other
individuals are not mistakenly included in the envelope.

] | Check the information showing on the outside of the envelope or through the address
window. Make sure identifying information that is not necessary to ensure proper
delivery is not disclosed.

[J | when doing mass mailings, do a test run to ensure the system is properly performing
and check at least a sample of the mailings for the accuracy of name and address of
the intended recipients and the correct contents, as indicated above, before sending.

L] | Have policies and procedures in place to safeguard protected health information that is
mailed, including processes to act promptly on (1) name and address changes to
ensure corrections are made in all the relevant records; and (2) reports of misdirected
mail to identify the cause and take steps to prevent future incidents.




Train staff on the mailing procedures that your organization has put in place to
safeguard protected health information during mailing. Update the training periodically
and be sure to train new staff.

FAXING CHECKLIST

Carefully check the fax number to make sure you have the correct number for the
intended recipient. When manualily entering the number, check to see that it has been
entered correctly before sending.

Confirm fax number with the intended recipient when faxing to this party for the first
time or if the fax number is not regularly used.

Program reguiarly used numbers into fax machines. Check to make sure you are
selecting the preprogrammed number for the correct party before sending.

Update fax numbers promptly upon receipt of notification of correction or change.
Have procedures for deleting outdated or unused numbers which are preprogrammed
into the fax machine.

Locate fax machines in areas where access can be monitored and controlled and avoid
leaving patient information on fax machines after sending.

Have policies and procedures in place to safeguard protected health information that is
faxed, including processes to act promptly on (1) changes in fax numbers to ensure
corrections are made in all the relevant records; and (2) reports of a misdirected fax to
identify the cause and take steps to prevent future incidents, including revising the
organization’s policies and procedures.

Train staff on the policies and procedures for the proper use of fax machines that your
organization has put in place to safeguard protected health information during faxing.
Update the training periodically and be sure to train new staff.
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%,{h HEALTH INFORMATION PRIVACY COMPLAINT
CED

YOUR FIRST NAME YOUR LAST NAME

[()E).0)7)(]

HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)
J(b)(ﬁ);(b)(7)(0) |

STREET ADDRESS CITY

[(B)B).(B)TIC) | [(0)(6).(D)7)(C) |

STATE ZIP E-MAIL ADDRESS (If available)
[EEO00) ] [0EOOOC) ]

Are you filing this complaint for someone else? [ Yes [X] No

If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

Planned Parenthood
STREET ADDRESS CITY

1231 Menomonie Street Eau Claire
STATE ZIP PHONE (Please include area code)

Wisconsin 54703 (715) 833-2279
When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)

09/12/2014
Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

I went to PP for the first time on 9/12/2014, there were 3 people in the waiting room at the time. I
approached the desk and quietly told[(pug (] that I was there in need of the emergency contraceptive
pill. During my visit I was called up to the front desk at least 5 times to fill out warious
paperwork and 3 out of the 5 times in a normal voice tone asked if I had every used emergency
contraceptive before and then went on to tell me during another trip to the desk that a staff member
from the back would be calling me to a room to go over and supply me with the pills. During this
time there were up to 5 people in the waiting room. I did ncot feel that the reason I was at PP needed
to be discussed at the desk nor at a volume that other patients and their family members could hear.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

|®)(6).(p)(7)(C) | 09/13/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-700 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF



The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[x] Not Hispanic or Latino

[] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[X] White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[X]HHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org[] Lawyer/Legal Org [ Phone Directory [_] Employer

[_|Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

[] Conference/OCR Brochure  [_| Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: |®©.O)X7NC) Date: 09/13/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): (b)E-ENTXC)

Address: |D©/O)XNC)

Telephone Number:|(b)(6);(b)(7)(0)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



| went to PP for the first time on 9/12/2014, there were 3 people in the waiting room at the time. |
approached the desk and quietly told[b)6).(khat | was there in need of the emergency contraceptive pill.
During my visit | was called up to the front desk at least 5 times to fill out various paperwork and 3 out
of the 5 timein a normal voice tone asked if | had every used emergency contraceptive before
and then went on to tell me during another trip to the desk that a staff member from the back would be
calling me to a room to go over and supply me with the pills. During this time there were up to 5 people
in the waiting room. | did not feel that the reason | was at PP needed to be discussed at the desk nor at a
volume that other patients and their family members could hear.
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_/C DEPARTMENT OF HEALTH & HUMAN SERVICES Shilen of Sha.Hacesinry
Voice - (800) 368-1019 Office for Civil Rights
TDD - (202) 619-3257 200 Independence Avenue, SW.,
Fax - (202) 619-3818 Room 509F
http://iwww.hhs.gov/ocr Washington, DC 20201

October 10, 2014

(L)) (L)THC)

RE: OCR Transaction Number: 14-194078

Dear|®©:0N7)C)

On September 13, 2014 the U.S. Department of Health and Human Services (HHS), Office
for Civil Rights (OCR), received your complaint alleging that Planned Parenthood of the Mid-
Hudson Valley, Inc. the covered entity, has violated the Federal Standards for Privacy of
Individually Identifiable Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E,
the Privacy Rule). Specifically, you allege that on September 12, 2014, front staff at the
Planned Parenthood located at 1231 Menomonie Street, Eau Claire, WI 54703, held several
conversations with you in a normal speaking tone regarding a sensitive matter to yourself
(emergency contraception). As a result, you alleges that patients in the waiting room could
overhear the reason for your visit to this facility. This allegation could reflect a violation of
45 C.F.R. §§ 164.502(a) and 164.530(c).

Thank you for bringing this matter to OCR's attention. Your complaint plays an integral part
in OCR’s enforcement efforts.

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex
and religion.

The Privacy Rule permits certain incidental uses and disclosures of protected health
information (PHI) that occur as a by-product of another permissible or required use or
disclosure of PHI, as long as the covered entity has applied reasonable safeguards and
implemented the minimum necessary standard, where applicable, with respect to the
primary use or disclosure. See 45 C.F.R. § 164.502(a)(1)(iii). For example, the Privacy
Rule permits covered health care providers to share PHI for treatment purposes without
patient authorization as long as they use reasonable safeguards when doing so. These
safeguards may vary depending on the mode of communication used. For example, when
discussing patient health information orally with another provider in proximity of others, a
doctor may be able to reasonably safeguard the information by lowering his/her voice.

We have carefully reviewed your complaint against Planned Parenthood of the Mid-Hudson
Valley, Inc. and have determined to resolve this matter through the provision of technical
assistance to Planned Parenthood of the Mid-Hudson Valley, Inc. Should OCR receive a



similar allegation of noncompliance against Planned Parenthood of the Mid-Hudson Valley,
Inc. in the future, OCR may initiate an investigation of that matter.

Based on the foregoing, OCR is ciosing this case without further action, effective the date of
this letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

If you have any questions regarding this matter, please contact Jennifer Marshall,
Investigator, at 202-619-0658 (Voice) or (202) 619-3257 (TDD).

Sincerely,
Sarah C. Brown

Interim Director
Centralized Case Management Operations
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_/C DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary

Voice - (800) 368-1019 Office for Civil Rights

TDD - (202) 619-3257 200 Independence Avenue, SW.,
Fax - (202) 619-3818 Room 509F
http:/mww.hhs.gov/ocr Washington, DC 20201

October 10, 2014

Planned Parenthood of the Mid-Hudson Valley, Inc.
Attn: Privacy Officer

178 Church Street

Poughkeepsie, NY 12601

RE: OCR Transaction Number: 14-194078
Dear Privacy Officer:

On September 13, 2014, the U.S. Department of Health and Human Services (HHS), Office
for Civil Rights (OCR), received a complaint alleging that Planned Parenthood of the Mid-
Hudson Valley, Inc., the covered entity, has violated the Federal Standards for Privacy of
Individually Identifiable Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E,
the Privacy Rule). Specifically, the complainant alleges that on September 12,
2014, front staff at the Planned Parenthood located at 1231 Menomonie Street, Eau Claire,
WI 54703, held several conversations with in a normal speaking tone regarding a
sensitive matter to Complainant (emergency contraception). As a result, complainant
alleges that patients in the waiting room could overhear the reason for her visit to this
facility. This allegation could reflect a violation of 45 C.F.R. §§ 164.502(a) and 164.530(c).

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces the
Federal civil rights laws which prohibit discrimination in the delivery of health and human
services because of race, color, national origin, disability, age, and under certain
circumstances, sex and religion.

The Privacy Rule permits certain incidental uses and disclosures of protected health
information (PHI) that occur as a by-product of another permissible or required use or
disclosure of PHI, as long as the covered entity has applied reasonable safeguards and
implemented the minimum necessary standard, where applicable, with respect to the
primary use or disclosure. See 45 C.F.R. § 164.502(a)(1)(iii). For example, the Privacy
Rule permits covered health care providers to share PHI for treatment purposes without
patient authorization as long as they use reasonable safeguards when doing so. These
safeguards may vary depending on the mode of communication used. For example, when
discussing patient health information orally with another provider in proximity of others, a
doctor may be able to reasonably safeguard the information by lowering his/her voice.

In this matter, the complainant alleges the incidental use or disclosure of PHI was not
permissible, either because reasonable safeguards were not in place to prevent the use or
disclosure and/or because the minimum necessary standard was not implemented when it
should have been. Pursuant to its authority under 45 C.F.R. §§ 160.304(a) and (b), OCR
has determined to resolve this matter through the provision of technical assistance to



Planned Parenthood of the Mid-Hudson Valley, Inc. To that end, OCR has enclosed material
explaining the Privacy Rule provisions related to Incidental Uses and Disclosures,
Reasonable Safeguards, and the Minimum Necessary requirement.

You are encouraged to review these materials closely and to share them with your staff as
part of the Health Insurance Portability and Accountability Act (HIPAA) training you provide
to your workforce. You are also encouraged to assess and determine whether there may
have been an incident of noncompliance as alleged by the compiainant in this matter, and, if
so, to take the steps necessary to ensure such noncompliance does not occur in the future.
Please contact OCR if you need further information regarding the allegations in this matter.
Should OCR receive a similar allegation of noncompliance against Planned Parenthood of the
Mid-Hudson Valley, Inc.in the future, OCR may initiate an investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of
this letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
inforrmation about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

If you have any questions regarding this matter, please contact Jennifer Marshali,
Investigator, at 202-619-0658 (Voice) or (202) 619-3257 (TDD).

Sincerely,

&@

Sarah C. Brown
Interim Director
Centralized Case Management Operations

Enclosure: Incidental Disclosures



OCR HIPAA Privacy
December 3, 2002

INCIDENTAL USES AND DISCLOSURES
[45 CFR 164.502(a)(1)(iii)]

Background

Many customary heaith care communications and practices play an important or
even essential role in ensuring that individuals receive prompt and effective health care.
Due to the nature of these communications and practices, as well as the various
environments in which individuals receive health care or other services from covered
entities, the potential exists for an individual’s health information to be disclosed
incidentally. For example, a hospital visitor may overhear a provider's confidential
conversation with another provider or a patient, or may glimpse a patient’s information on
a sign-in sheet or nursing station whiteboard. The HIPAA Privacy Rule is not intended to
impede these customary and essential communications and practices and, thus, does not
require that all risk of incidental use or disclosure be eliminated to satisfy its standards.
Rather, the Privacy Rule permits certain incidental uses and disclosures of protected health
information to occur when the covered entity has in place reasonable safeguards and
minimum necessary policies and procedures to protect an individual’s privacy.

How the Rule Works

General Provision. The Privacy Rule permits certain incidental uses and disclosures
that_occur as a by-product of another permissible or reguired use or disclosure, as long as
the covered entity has applied reasonable safeguards and implemented the minimum
necessary standard, where applicable, with respect to the primary use or disclosure. See 45
CFR 164.502(a)(1)(iii). An incidental use or disclosure is a secondary use or disclosure that
cannot reasonably be prevented, is limited in nature, and that occurs as a result of another
use or disclosure that is permitted by the Rule. However, an incidental use or disclosure is
not permitted if it is a by-product of an underlying use or disclosure which viclates the
Privacy Rule,

Reasonable Safequards. A covered entity must have in place appropriate
administrative,_technical, and physical safeguards that protect against uses and disclosures
not permitted by the Privacy Rule, as well as that limit incidental uses or disclosures. See
45 CFR 164.530(c). It is not expected that a covered entity’s safeguards guarantee the
privacy of protected health information from any and all potential risks. Reasonable
safeguards will vary from covered entity to covered entity depending on factors, such as
the size of the covered entity and the nature of its business. In implementing reasonable
safeguards, covered entities should analyze their own needs and circumstances, such as the
nature of the protected health information it holds, and assess the potential risks to
patients’ privacy. Covered entities should also take into account the potential effects on
patient care and may consider other issues, such as the financial and administrative burden
of implementing particular safeguards.




OCR HIPAA Privacy
December 3, 2002

Many health care providers and professionals have long made it a practice to
ensure reasonable safeguards for individuals’ health information — for instance:

» By speaking quietly when discussing a patient’s condition with family
members in a waiting room or other public area;

* By avoiding using patients’ names in public hallways and elevators, and
posting signs to remind employees to protect patient confidentiality;

= By isolating or locking file cabinets or records rooms; or

¢ By providing additional security, such as passwords, on computers
maintaining personal information.

Protection of patient confidentiality is an important practice for many health care
and health information management professionals; covered entities can build upon
those codes of conduct to develop the reasonable safeguards required by the Privacy
Rule,

Minimum Necessary. Covered entities also must implement reasonable minimum
necessary policies and procedures that limit how much protected health information is used,
disclosed, and requested for certain purposes. These minimum necessary policies and
procedures also reasonably must limit who within the entity has access to protected health
information, and under what conditions, based on job responsibilities and the nature of the
business. The minimum necessary standard does not apply to disclosures, including oral
disclosures, among health care providers for treatment purposes. For example, a physician
is not required to apply the minimum necessary standard when discussing a patient’s
medical chart information with a specialist at another hospital. See 45 CFR 164.502(b) and
164.514(d), and the fact sheet and frequently asked questions on this web site about the
minimum necessary standard, for more information,

An incidental use or disclosure that occurs as a result of a failure to apply
reasonable safeguards or the minimum necessary standard, where required, is not
permitted under the Privacy Rule.

For example: The minimum necessary standard requires that a covered entity limit
who within the entity has access to protected health information, based on who needs
access to perform their job duties. If a hospital employee is allowed to have routine,
unimpeded access to patients’ medical records, where such access is not necessary for the
hospital employee to do his job, the hospital is not applying the minimum necessary
standard. Therefore, any incidental use or disclosure that results from this practice, such
as another worker overhearing the hospital employee’s conversation about a patient’s
condition, would be an unlawful use or disclosure under the Privacy Rule.
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INCIDENTAL USES AND DISCLOSURES

Frequently Asked Questions

Can health care providers engage in confidential conversations with ather
providers or with patients, even if there is a possibility that they could be
overheard?

Yes. The HIPAA Privacy Rule is not intended to prohibit providers from talking to
each other and to their patients. Provisions of this Rule requiring covered entities to
implement reasonable safeguards that reflect their particular circumstances and
exempting treatment disclosures from certain requirements are intended to ensure
that providers’ primary consideration is the appropriate treatment of their patients.
The Privacy Rule recognizes that oral communications often must occur freely and
quickly in treatment settings. Thus, covered entities are free to engage in
communications as required for quick, effective, and high quality health care. The
Privacy Rule aiso recognizes that overheard communications in these settings may
be unavoidable and atlows for these incidental disclosures.

For example, the following practices are permissible under the Privacy Rule, if
reasonable precautions are taken to minimize the chance of incidental disclosures to
others who may be nearby:

o Health care staff may orally coordinate services at hospital nursing stations.

¢ Nurses or other health care professionals may discuss a patient’s condition
over the phone with the patient, a provider, or a family member.

e A health care professional may discuss lab test results with a patient or other
provider in a joint treatment area.

* A physician may discuss a patients’ condition or treatment regimen in the
patient’s semi-private room.

» Health care professionals may discuss a patient’s condition during training
rounds in an academic or training institution.

e A pharmacist may discuss a prescription with a patient over the pharmacy
counter, or with a physician or the patient over the phone.

In these circumstances, reasonable precautions could include using lowered
voices or talking apart from others when sharing protected health information.
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However, in an emergency situation, in a loud emergency room, or where a
patient is hearing impaired, such precautions may not be practicable. Covered
entities are free to engage in communications as required for quick, effective, and
high quality health care.

Does the HIPAA Privacy Rule require hospitals and doctors’ offices to be
retrofitted, to provide private rooms, and soundproof walls to avoid any
possibility that a conversation is overheard?

No, the Privacy Rule does not require these types of structural changes be
made to facilities.

Covered entities must have in place appropriate administrative, technical, and
physical safeguards to protect the privacy of protected health information. This
standard requires that covered entities make reasonable efforts to prevent uses
and disclosures not permitted by the Rule. The Department does not consider
facility restructuring to be a requirement under this standard.

For example, the Privacy Rule does not require the following types of
structural or systems changes:

» Private rooms.
s Soundproofing of rooms,

¢ Encryption of wireless or other emergency medical radio
communications which can be intercepted by scanners.

¢ Encryption of telephone systems.

Covered entities must implement reasonable safeguards to limit incidental, and avoid
prohibited, uses and disclosures. The Privacy Rule does not require that all risk of
protected health information disclosure be eliminated. Covered entities must review
their own practices and determine what steps are reasonable to safeguard their
patient information. In determining what is reasonable, covered entities should
assess potential risks to patient privacy, as well as consider such issues as the
potential effects on patient care, and any administrative or financial burden to be
incurred from implementing particular safeguards, Covered entities also may take
into consideration the steps that other prudent health care and health information
professionals are taking to protect patient privacy.
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Examples of the types of adjustments or madifications to facilities or systems that may
constitute reasonable safeguards are:

Pharmacies could ask waiting customers to stand a few feet back from a counter
used for patient counseling.

In an area where multiple patient-staff communications routinely occur, use of
cubicles, dividers, shields, curtains, or similar barriers may constitute a reasonable
safeguard. For example, a large clinic intake area may reasonably use cubicles or
shield-type dividers, rather than separate rooms, or providers could add curtains or
screens to areas where discussions often occur between doctors and patients or
among professionals treating the patient.

Hospitals could ensure that areas housing patient files are supervised or locked.

May physician’s offices or pharmacists leave messages for patients at
their homes, either on an answering machine or with a family member, to
remind them of appointments or to inform them that a prescription is
ready? May providers continue to mail appointment or prescription refill
reminders to patients’ homes?

Yes. The HIPAA Privacy Rule permits health care providers to communicate with
patients regarding their health care. This includes communicating with patients at
their homes, whether through the mail or by phone or in some other manner. In
addition, the Rule does not prohibit covered entities from leaving messages for
patients on their answering machines. However, to reasonably safequard the
individual’s privacy, covered entities shouid take care to limit the amount of
information disclosed on the answering machine. For example, a covered entity
might want to consider leaving only its name and number and other information
necessary to confirm an appointment, or ask the individual to call back.

A covered entity also may leave a message with a family member or other person
wha answers the phone when the patient is not home. The Privacy Rule permits
covered entities to disclose limited information to family members, friends, or
other persons regarding an individual’s care, even when the individual is not
present. However, covered entities should use professional judgment to assure
that such disclosures are in the best interest of the individual and limit the
information disclosed. See 45 CFR 164.510(b)(3).

In situations where a patient has requested that the covered entity communicate
with him in a confidential manner, such as by alternative means or at an alternative
location, the covered entity must accommodate that request, if reasonable. For
example, the Department considers a request to receive mailings from the covered
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entity in a closed envelope rather than by postcard to be a reasonable request that
should be accommodated. Similarly, a request to receive mail from the covered
entity at a post office box rather than at home, or to receive calls at the office rather
than at home are also considered to be reasonable requests, absent extenuating
circumstances. See 45 CFR 164.522(b),

May physicians offices use patient sign-in sheets or call out the
names of their patients in their waliting rooms?

Yes. Covered entities, such as physician's offices, may use patient sign-in sheets or
call out patient names in waiting rooms, so long as the information disclosed is
appropriately limited. The HIPAA Privacy Rule explicitly permits the incidental
disclosures that may result from this practice, for example, when other patients in a
waiting room hear the identity of the person whose name is called, or see other
patient names on a sign-in sheet. However, these incidental disclosures are
permitted only when the covered entity has implemented reasonable safeqguards
and the minimum necessary standard, where appropriate. For example, the sign-in
sheet may not display medical information that is not necessary for the purpose of
signing in (e.g., the medical problem for which the patient is seeing the physician).
See 45 CFR 164.502(a)(1)(iii).

Are physicians and doctor’'s offices prohibited from maintaining patient
medical charts at bedside or outside of exam rooms, or from engaging in
other customary practices where the potential exists for patient
information to be incidentally disclosed to others?

No. The HIPAA Privacy Rule does not prohibit covered entities from engaging in
common and important health care practices; nor does it specify the specific
measures that must be applied to protect an individual’s privacy while engaging in
these practices. Covered entities must implement reasonable safeguards to protect
an individual's privacy. In addition, covered entities must reasonably restrict how
much information is used and disclosed, where appropriate, as well as whe within the
entity has access to protected health information. Covered entities must evaluate
what measures make sense in their environment and tailor their practices and
safeguards to their particular circumstances.

For example, the Privacy Rule does not prohibit covered entities from engaging
in the following practices, where reasonable precautions have been taken to
protect an individual’s privacy:

) Maintaining patient charts at bedside or outside of exam rooms, displaying
patient names on the outside of patient charts, or displaying patient care
signs {e.g., “high fall risk” or “diabetic diet”) at patient bedside or at the
doors of hospital rooms.
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Possible safeguards may include: reasonably limiting access to these areas, ensuring
that the area is supervised, escorting non-employees in the area, or placing patient
charts in their holders with identifying information facing the wall or otherwise
covered, rather than having health information about the patient visible to anyone
who walks by.

Announcing patient names and other information over a facility’s public
announcement system,

Possible safeguards may include: limiting the information disclosed over the system,
such as referring the patients to a reception desk where they can receive further
instructions in a more confidential manner.

Use of X-ray lightboards or in-patient logs, such as whiteboards, at a nursing station.

Possible safeguards may include: if the X-ray lightboard is in an area generally not

accessible by the public, or if the nursing station whiteboard is not readily visible to
the public, or any other safeguard which reasonably limits incidental disclosures to

the general public.

The above examples of possible safeguards are not intended to be exclusive.
Covered entities may engage in any practice that reasonably safeguards protected
health information to limit incidental uses and disclosures.

A clinic customarily places patient charts in the plastic box outside an exam
room. It does not want the record left unattended with the patient, and
physicians want the record close by for fast review right before they walk
into the exam room. Will the HIPAA Privacy Rule allow the clinic to continue
this practice?

Yes, the Privacy Rule permits this practice as long as the clinic takes reasonabie and
appropriate measures to protect the patient’s privacy. The physician or other health
care professionals use the patient charts for treatment purposes. Incidental
disclosures to others that might occur as a result of the charts being left in the box
are permitted, if the minimum necessary and reasonable safeguards requirements
are met. See 45 CFR 164.502(a)(1){iii). As the purpose of leaving the chart in the
box is to provide the physician with access to the medical information relevant to the
examination, the minimum necessary requirement would be satisfied. Examples of
measures that could be reasonable and appropriate to safeguard the patient chart in
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such a situation would be the wall rather than having protected health information
about the patient visible to anyone who walks by. Each covered entity must
evaluate what measures are reasonable and appropriate in its environment.
Covered entities may tailor measures to their particular circumstances. See 45 CFR
164.530(c).

A hospital customarily displays patients’ names next to the door of the
hospital rooms that they occupy. Will the HIPAA Privacy Rule allow the
haspital to continue this practice?

The Privacy Rule explicitly permits certain incidental disclosures that occur as a
by-product of an otherwise permitted disclosure—for example, the disclosure to
other patients in a waiting room of the identity of the person whose name is
called. In this case, disclosure of patient names by posting on the wall is
permitted by the Privacy Rule, if the use or disclosure is for treatment (for
example, to ensure that patient care is provided to the correct individual) or
health care operations purposes (for example, as a service for patients and
their families). The disclosure of such information to other persons (such as
other visitors) that will likely also occur due to the posting is an incidental
disclosure.

Incidental disclosures are permitted enly to the extent that the covered entity has
applied reasonable and appropriate safeguards and implemented the minimum
necessary standard, where appropriate. See 45 CFR 164.502(a)(1)(iii). In this case,
it would appear that the disclosure of names is the minimum necessary for the
purposes of the permitted uses or disclosures described above, and there do not
appear to be additional safeguards that would be reasonable to take in these
circumstances. However, each covered entity must evaluate what measures are
reasonable and appropriate in its environment. Covered entities may tailor measures
to their particular circumstances.

May mental health practitioners or other specialists provide therapy to
patients in a group setting where other patients and family members are
present?

Yes. Disclosures of protected health information in a group therapy setting are
treatment disclosures and, thus, may be made without an individual’'s authorization.
Furthermore, the HIPAA Privacy Rule generally permits a covered entity to disclose
protected health information to a family member or other person involved in the
individual’s care. Where the individual is present during the disclosure, the covered
entity may disclose protected health information if it is reasonable to infer from the
circumstances that the individual does not object to the disclosure, Absent
countervailing circumstances, the individual’s agreement to participate in group
therapy or family discussions is a good basis for inferring the individual’s agreement.
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Are covered entities required to document incidental disclosures
permitted by the HIPAA Privacy Rule, in an accounting of disclosures
provided to an individual?

No. The Privacy Rule includes a specific exception from the accounting standard
for incidental disclosures permitted by the Rule. See 45 CFR 164.528(a)(1).

Do the HIPAA Privacy Rule’s provisions permitting certain incidental
uses and disclosures apply only to treatment situations or discussions
among health care providers?

Ne. The provisions apply universally to incidental uses and disclosures that result
from any use or disclosure permitted under the Privacy Ruie, and not just to
incidental uses and disclosures resulting from treatment communications, or only to
communications among health care providers or other medical staff. For example:

s A provider may instruct an administrative staff member to bill a patient for a
particular procedure, and may be overheard by one or more persons in the
waiting room.

» A health plan employee discussing a patient’s health care claim on the phone
may be overheard by another employee who is not authorized to handle
patient information.

If the provider and the health plan employee made reasonable efforts to avoid
being overheard and reascnably limited the information shared, an incidental use
or disclosure resulting from such conversations would be permissible under the
Rule,

Is a covered entity required to prevent any incidental use or disclosure of
protected health information?

No. The HIPAA Privacy Rule does not require that all risk of incidental use or
disclosure be eliminated to satisfy its standards. Rather, the Rule requires only that
covered entities implement reasonable safeguards to limit incidental uses or
disclosures. See 45 CFR 164.530(c)(2).
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i CIVIL RIGHTS DISCRIMINATION COMPLAINT
YOUR FIRST NAME ‘YOUR LAST NAME
_I(b)(ﬁ);(b)(7)(0) [ |(b)(6);(b)(7)(0)

HOME 7T CELL PHONE (Please include area code) voRRProNETFRase include area code)
|(b)(6);(b)(7)(0) |

STREET ADDRESS CITY

|(b){6);(b){7){C) | | (bY(B).(b)7)C) |
STATE ZIP E-MAIL ADDRESS (If available)

EoEne ] [BEBNC) | [DXOONNC) |

Are you filing this complaint for someone else? [ Yes [X] No

If Yes, whose civil rights do you believe were violated?
FIRST NAME LAST NAME

| believe that | have been (or someone else has been) discriminated against on the basis of:
[_]Race / Color / National Origin [JAge [ Religion []sex
[x] Disability [Jother (specify):

Who or what agency or organization do you believe discriminated against you (or someone else)?
PERSON/AGENCY/ORGANIZATION

center for disese detection,llc and planned parenthood of north texas,inc
STREET ADDRESS CITY

7424 greenville, suite 206 DALLAS
STATE ZIP PHONE (Please include area code)

Texas 75231
When do you believe that the civil right discrimination occurred?
LIST DATE(S)

05/12/0009
Describe briefly what happened. How and why do you believe that you have been (or someone else has been) discriminated
against? Please be as specific as possible. (Attach additional pages as needed)

I WAS TOLD TO MY FACE BY A PLANNED PARENTHOOD AFFILIATE AT (PPNT-TERREL P.O. BOX 1658 TERRELL, TEXAS
75160, THAT I HAVE NO HIV/AIDS. I PAID |(b)4) FCR A LIE.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

[(B)(B).(b)(7)C) | 10/04/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of Title VI of the Civil Rights Act of 1964, Section 504 of the Rehabilitation Act of1973
and other civil rights statutes. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process
your complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible discrimination, for
internal systems operations, or for routine uses, which include disclosure of information outside the Department of Health and Human
Services (HHS) for purposes associated with civil rights compliance and as permitted by law. It is illegal for a recipient of Federal financial
assistance from HHS to intimidate, threaten, coerce, or discriminate or retaliate against you for filing this complaint or for taking any other
action to enforce your rights under Federal civil rights laws. You are not required to use this form. You also may write a letter or submit a
complaint electronically with the same information. To submit an electronic complaint, go to OCR’s web site at:
www.hhs.gov/ocr/civilrights/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-699 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF



The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

Other: DOCUMENTS THAT SUPPORTS

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe was discriminated against
(you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[_] Not Hispanic or Latino

[x] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[1 White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[X]HHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org[] Lawyer/Legal Org [ Phone Directory [_] Employer

[_|Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

[] Conference/OCR Brochure  [_| Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
701 Fifth Avenue, Suite 1600, MS - 11
Seattle, WA 98104
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-699 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

. (B)B).(RL)TC)
Signature: Date: 10/04/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): |®X©CX7(C)

Address: |(b)(6);(b)(7)(o)

Telephone Number: [PXE)®)TYC)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2
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DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary

Voice - (800) 368-1019

Office for Civil Rights
TDD - (202) 619-3257 200 Independence Avenue, SW.,
Fax - (202) 619-3818

; Room 509F
http://www.hhs.qov/ocr Washington, DC 20201

February 2, 2015

(b)B);(L)T)C)

RE: OCR Transaction Number: 15-195492- Presbyterian Hospital, Oklahoma State
Department of Health
15-195491- California Health and Human Services Agency,
California Department of Public Health
15-195490- Center for Disease Detection; Planned
Parenthood of North Texas
15-195488- Georgia Department of Human Resources

Central Laboratory; Cobb & Douglas Public
Health; |(b)(6);(b)(7)(0)

Dear |(b)(6);(b)(7)(0)

Thank you for your correspondence to the U.S. Department of Health and Human Services
(HHS), Office for Civil Rights (OCR).

OCR enforces Federal civil rights laws that prohibit discrimination in the delivery of health
and human services because of race, color, national origin, disability, age, and, under
certain circumstances, sex and religion. OCR also has jurisdiction over health plans, health
care clearinghouses, and certain health care providers with respect to enforcement of the
Privacy, Security, and Breach Notification Rules promulgated pursuant to the Health
Insurance Portability and Accountability Act of 1996 (HIPAA).

Based upon review of your correspondence, we have determined that OCR will not
investigate your complaint. Your complaint does not contain an allegation of discrimination
which would fall under any of the civil rights laws enforced by OCR. We are closing your
complaint and will take no further action regarding the issue(s) you have raised.

We regret that we are unable to assist you in this matter. If you any have questions
about this matter, please contact Centralized Case Management Operations at (800)

368-1019 or (202) 619-3257 (TDD).
Sigierely y&lr\s,—w

Sarah C. Brown
Interim Director
Centralized Case Management Operations
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OFFICE FOR CIVIL RIGHTS

Free language assistance services are provided by OCR to conduct OCR related matters only.

English If you speak a non-English language, call 1-800-368-1019 (TTY: 1-800-
537-7697), and you will be connected to an interpreter who will assist you
with this document at no cost.

Espaiol - Si usted habla espafiol marque 1-800-368-1019 (o a la linea de teléfono por

Spanish texto TTY 1-800-537-7697) y su llamada sera conectada con un intérprete
que le asistird con este documento sin costo alguno.

B3 - Chinese | WIARifFH 3, 1%4£471-800-368-1019 (4T H1iE : 1-800-537-7697), {iK
RGP B — (2 R E R E% 5 IR B2 Bt R 2R IR %5

Tiéng Viét - Néu ban noi tiéng Viét, xin goi 1-800-368-1019 (TTY: 1-800-537-7697), va

Vietnamese ban s€ dugc két nbi voi mot thong dich vién, ngudi nay sé hd trg ban véi tai
liéu nay mién phi.

gh<9] - Korean | g0 & 314 1-800-368-1019 (% ZF %ol 4-: 1-800-537-7697) = <1 &)
FAL. BAU AN FUY NFE FRE =9 A5

Tagalog Kung ikaw ay nagsasalita nang Tagalog, tumawag sa 1-800-368-1019 (TTY:

(Filipino) 1-800-537-7697) para makonek sa tagapagsalin na tutulong sa iyo sa
dokumentong ito na walang bayad.

Pyccknii - Ecim Bl roBopute 1no- pyccku, nabepure 1-800-368-1019. J{ist KJIMEHTOB ¢

Russian OrPaHHYCHHBIMH CIIYXOBBIMH M pE4YeBbIMH BO3MOXHOCTsMH: 1-800-537-

7697), n Bac COEIHMHAT C PYCCKOrOBOPSILIMM II€PEBOJYHKOM, KOTOPBIH Bam
HOMOJXKET € 3TUM JIOKYMEHTOM 0€3B0O3ME3/1HO.

OFFICE OF THE SECRETARY
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S y DEPARTMENT OF HEALTH AND HUMAN SERVICES See OMB Statement on Reverse.
s C OFFICE FOR CIVIL RIGHTS (OCR)
%”*h HEALTH INFORMATION PRIVACY COMPLAINT
YOUR FIRST NAME YOUR LAST NAME
|(b)(6);(b)(7)(0) | [()6):(0)(7)(C) |
(Please include area code) WORK PHONE [Please include area code)
J (b)(6);(b)(7)(C) |
STREET ADDRESS CITY
STATE ZIP E-MAIL ADDRESS (If available)
[B)E)BNC) | (b)(B).(b)(7)( [(0)(6),(b)(7)(C) |
Are you filing this complaint for someone else? [ Yes [X] No
If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

Planned Parenthood
STREET ADDRESS CITY

412 DR D B Todd Jr Blwd nashville
STATE ZIP PHONE (Please include area code)

Tennessee 37303 (614) 321-7216
When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)

10/09/2014

Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

I called PP to talk to somecne regarding my daughters services tomorrow. The person confirmed she
was being seen. I called back and asked to speak to a manager|[(0)6)( | who would not speak to me due to
HIPAA. The perscon at first violated the law by confirming the appointment and service.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

_[®)E).B)7)C) | 10/09/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-700 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF



The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[_] Not Hispanic or Latino

[] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[X] White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[CIHHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org[] Lawyer/Legal Org [ Phone Directory  [X] Employer

[_|Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

[] Conference/OCR Brochure  [_| Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
701 Fifth Avenue, Suite 1600, MS - 11
Seattle, WA 98104
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

D CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

IX‘ CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: BOYENNC) Date: 10/09/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): |®©:E)X7XC)

Address: |(b)(6);(b)(7)(o)

Telephone Number: [?©®)NC)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2
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Voice - (800) 368-1019 Office for Civil Rights

TDD - (202) 619-3257 200 Independence Avenue, S\W.,
Fax - (202) 619-3818 Room 509F
http://iwww.hhs.gov/ocr Washington, DC 20201

October 30, 2014

(L)) (L)THC)

RE: OCR Transaction Number: 15-195929

Dear :

Thank you for your correspondence to the U.S. Department of Health and Human Services
(HHS), Office for Civil Rights (OCR).

OCR enforces the Privacy, Security, and Breach Notification Rules, and also Federal civil
rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex
and religion.

We have reviewed your complaint against Planned Parenthood and have determined that
OCR will not investigate your allegation. Therefore, OCR is closing this complaint with no
further action, effective the date of this letter.

OCR’s determination as stated in this letter applies only to the allegations in this complaint
that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

We regret we are unable to assist you further. Thank you.
Sincerely,

[
- WaWé’/"
mg‘ Sf%c. rown

Interim Director
Centralized Case Management Operations



English

If you speak a non-English language, call 1-800-368-1019 (TTY: 1-800-537-7697), and you will be
connected to an interpreter who will assist you with this document at no cost.

Espafiol - Spanish Si usted habla espafiol marque 1-800-368-1019 (o a la linea de teléfono por texto TTY 1-800-537-
7697) y su llamada sera conectada con un intérprete que le asistira con este documento sin costo
alguno.

#3C - Chinese MRARFb S, %$%471-800-368-1019 (FT5H1i © 1-800-537-7697),

URAFREE R R — (7 i R B Rh Y 81 51 IR IR 0t R 2R IR 55

Tiéng Viét - Vietnamese

Néu ban noi tiéng Viét, xin goi 1-800-368-1019 (TTY: 1-800-537-7697), va ban s& dugc K&t ni voi
mot thong dich vién, nguoi nay sé& hd tro ban véi tai liéu nay mién phi.

@=0] - Korean @0l & 8FAIH 1-800-368-1019 (4 2t 2ol -8+ 1-800-537-7697) 5 12t F-4] 2. E o o}
AAsM Gl N E FEE 29 Sel ALy

Tagalog (Filipino) Kung ikaw ay nagsasalita nang Tagalog, tumawag sa 1-800-368-1019 (TTY: 1-800-537-7697) para
makonek sa tagapagsalin na tutulong sa iyo sa dokumentong ito na walang bayad.

Pyccknii - Russian Ecan Bbi rosopure no- pyccku, HaGepute 1-800-368-1019. Jlns KIMEHTOB C OrpaHMYEHHBIMH

CJlyXOBBIMH M pe4€BbIMH BO3MOMKHOCTAMMU: 1-800-537-7697), M Bac coeMHAT ¢ PYCCKOrOBOPSILIMM
NEPEBOJIYMKOM, KOTOPbIH BAM NOMOKET C ITHM JOKYMEHTOM 6€3B03ME3/1HO.




‘”_“ semq-,_h Form Approved: OMB No. 0990-0269.
* See OMB Statement on Reverse.

;f / DEPARTMENT OF HEALTH AND HUMAN SERVICES
3 C OFFICE FOR CIVIL RIGHTS (OCR)
i CIVIL RIGHTS DISCRIMINATION COMPLAINT
YOUR FIRST NAME YOUR LAST NAME
[®)6).(0) ] |(b)\(6);(b)(7) |
HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)
J(b)(ﬁ);(b)(7)(0) |
STREET ADDRESS CITY
[(0)B).(0)(7)(C) | Bronx
STATE ZIP E-MAIL ADDRESS (If available)
[®E.O)NC) ] [©)6).0)7) | [(b)(6)(b)(7)(C) |
Are you filing this complaint for someone else? [ Yes [X] No
If Yes, whose civil rights do you believe were violated?
FIRST NAME LAST NAME

| believe that | have been (or someone else has been) discriminated against on the basis of:
[x]Race / Color / National Origin [JAge [ Religion []sex

(] Disability [x] Other (specify): Managed Care Plan Medicaid

Who or what agency or organization do you believe discriminated against you (or someone else)?
PERSON/AGENCY/ORGANIZATION

Planned Parenthood of New York

STREET ADDRESS CITY
26 Bleecker St New York
STATE ZIP PHONE (Please include area code)
New York 10012 (212) 965-7000
When do you believe that the civil right discrimination occurred?
LIST DATE(S)

11/10/2014, 11/08/2014, 01/04/2014
Describe briefly what happened. How and why do you believe that you have been (or someone else has been) discriminated
against? Please be as specific as possible. (Attach additional pages as needed)

On three separate wvisits this year, I'wve been made to feel unwanted in by Planned Parenthood of NY 26
Bleeker Street practice. It seems a negative change in attitudes with the predominantly Black front
end staff occurs once my insurance info is looked up. There has been repeated incidences
dehumanizing behaviors while having morning appointments bumped to late afternoons/evening. Staff
will put more effort into pressuring me to leave the office than to process my paperwork. Opting to
stay in the waiting area, I’ve witnessed Caucasian patients be accommodated immediately with similar
This field may be truncated due to size limit. See the "Allegation Description" file in the case folder.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

_[®)®).0)7)(C) | 11/12/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of Title VI of the Civil Rights Act of 1964, Section 504 of the Rehabilitation Act of1973
and other civil rights statutes. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process
your complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible discrimination, for
internal systems operations, or for routine uses, which include disclosure of information outside the Department of Health and Human
Services (HHS) for purposes associated with civil rights compliance and as permitted by law. It is illegal for a recipient of Federal financial
assistance from HHS to intimidate, threaten, coerce, or discriminate or retaliate against you for filing this complaint or for taking any other
action to enforce your rights under Federal civil rights laws. You are not required to use this form. You also may write a letter or submit a
complaint electronically with the same information. To submit an electronic complaint, go to OCR’s web site at:
www.hhs.gov/ocr/civilrights/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-699 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF



The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe was discriminated against
(you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[_] Not Hispanic or Latino

[] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[1 White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[x] Other (specify):

FPlanned Parenthood

How did you learn about the Office for Civil Rights?
[CIHHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org[] Lawyer/Legal Org [ Phone Directory [_] Employer

[_|Fed/State/Local Gov

[x] Healthcare Provider/Health Plan

[] Conference/OCR Brochure  [_| Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
701 Fifth Avenue, Suite 1600, MS - 11
Seattle, WA 98104
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-699 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature:  [®©N©) | Date: 11/12/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): |(b)(6);(b)(7)(o) |

Address: [®)6):EB)7)C)

Telephone Number: |(b)(5)i(b)(7)(0)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2





