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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: |(b)(6);(b)(7)(0) Date: 11/07/2013

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

Name (Please print): |©/6:0)NIC)

Address: (b)B);(L)T)C)

Telephone Number:l(b)(e);(b)m(o)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



Plan Parenthood has a policy that is considered intrusive, especially by those whose first language is not
English. The organization’s call center forces the non-English speaking populations to use interpreter.
Involving an interpreter in the scheduling, or during clinic visit is not the problem. The issue lies with the
organization’s unwaveringly ignoring of the immigrants’ request to use their own family members as
interpreters. These people's interest to use their family members as interpreter is rooted on the fact
that they do not want other people from their native land to know the nature of their visit to the clinic,
which could possibly include as sensitive procedures as abortion.

Ironically, Plan Parenthood believes forcing non-English speaking populations to use other interpreter
than the one they desire or making it an ultimatum to receiving service or not is privacy policy. What
kind privacy policy ignores patients desire to choose who can listen to their healthcare or other personal
information and who should not? The patients may not have knowledge of whether the interpreters
have taken HIPAA training or not. In fact, it should not matter even if that information was cleared up
beforehand, what matter is the patients’ desire through whom their medical and personal information
pass before it get to their care providers.

Plan Parenthood need to review their policy in the use of interpreters. The patient should dictate whom
to use as interpreter not the center/agency.

Note: copy of this comment will be filed to Department of Health and Human Service (DHS) and will be
sent to representative of the constituents’ who have doubt on the accuracy and validity of the
aforementioned policy.
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C DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY

Vaoice - (2003 615-229, (80(1 362-1710 Office for Civil Rights, Region X

%""vm TDD -(206) 615-2296, (800} 537-7097 2201 Sixth Avenue, Mail Stop RX-11
(PAXT - (200} 315-22G7 Senttle, WA 98121-1831

hotp/sww hilis.goviocr/

Date: DEC 04 2013

(b)(B);,(bXTHC)

OCR Transaction Number: 14-170247

Dear[DOENC)

The U.S. Department of Health and Human Services (HHS), Office for Civil Rights (OCR), received
your complaint on November 11, 2013 regarding Planned Parenthood’s policy requiring non-English
speakers to use interpreters in its call center.

OCR is responsible for enforcing a Federal law that protects the privacy and sccurity of health
information and a varicty of Federal civil rights laws that prohibit discrimination. Specifically, OCR
has jurisdiction over programs and cntities that receive Federal financial assistance from HHS in cases
involving discrimination based on race, color, national origin, age, disability, and, under certain
circumstances, sex and religion. Additionally, OCR has jurisdiction over health and buman service
programs operated by HHS or by state and local public entitics in cases involving disability-based
discrimination. OCR also has jurisdiction over health plans, health care clearinghouses, and certain
health care providers with respect to enforcement of the Federal Standards for Privacy of Individually
Identifiable Health Information and/or the Security Standards for the Protection of Electronic Protected
Health Information (the Privacy and Security Rules, 45 C.F.R. Parls 160 and 164, Subparts A, C, and
E).

Your complaint did not contain enough information for us to determine whether we have the authority
to investigate the concerns you raise. Please contact the investigator at the telephone number or email
address listed at the bottom of this leiter by December 18, 2013.

If we do not hear from vou by December 18, 2013, OCR will not be able to investigate your case;

your file will be closed, and this letter will serve as our final correspondence to vou. If your
complaint is closed, you may file another complaint with this office when you are ready to submit
more complete information. However, under the law, we only can investigatc complaints that are filed
within 180 days of when you knew or should have known of the possible civil rights violation. In
some limited circumstances. OCR can give you more time, but only if you have a verv good reason for
having filed a late complaint,

Under the Freedom of Information Act, we may be required to release this letter and other information
about this case upon request by the public. In the event OCR receives such a request, we will make
every effort, as permitted by law, to protect information that identifies individuals or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.
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If you have questions regarding this Jetter, please do not hesitate to contact Lenny Sanchez,
Investigator, at 206-615-3871 or Leonard.Sanchez@hhs.gov. When contacting this office, pleasce
remember 1o include the transaction number that we have given this file. That number is located in the
upper left-hand corner of this letter, Thank you for bringing this matter to our attention.

Sincerely yours,
/YN anaFh). L ?fj

Linda Yuu Connor -
Regional Manager
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S DEPARTMENT OF HEALTH AND HUMAN SERVICES See OMB Statement on Reverse.
C OFFICE FOR CIVIL RIGHTS (OCR) A
] ESSEEVEEe
"“%h HEALTH INFORMATION PRIVACY COMPLAINT
YOUR FIRST NAME YOUR LAST NAME
[(0)®6).0)7) | [y 7C ]
HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)
[(B)(B).(b)(T)(C) |
STREET ADDRESS CITY
[(B)(E)O)TNC) | [(®)6).E)N(C) |
STATE ZIP E-MAIL ADDRESS (If available)
[(0)(B).(0)(7)(C) | [0)®)0)( ] [BXELBINC) |
Are you filing this complaint for someone else? [ Yes [X] No
If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

Planned Parenthocod
STREET ADDRESS CITY

PO BOX B13 Trexlertown
STATE ZIP PHONE (Please include area code)

Pennsylvania 18087 (215) 536-2684

When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)

11/03/2013

Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

In the mail T received a bill from Planned Parenthood dating back to 2012 for myself for over 5200
stating that I was 120 days late and this was the first time I had received a bill. In the same bill
on the second page I received scmeone else's bill with her Name, Address, Account Number, Date of
Services, and HIV Testing, Pregnancy Testing and other perscnal information pertaining to this
customer. When I called Planned Parenthood asking them why this was the first time I had been
receiving a bill or being told about a balance they responded they had sent me four other bills which
leads me to believe it was sent to somecne else. On top of that I asked why I was sent somecne else's
information that it is a wiclation of HIPPA they told me to disregard the other bill and throw in the
trash. I am extremely upset about this because I have not moved and I never received a bill meaning
This field may be truncated due to size limit. See the "Allegation Description" file in the case folder.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

{0)6).B)7)C) | 01/11/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-700 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF




The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[x] Not Hispanic or Latino

[] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[X] White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[CIHHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org[] Lawyer/Legal Org [ Phone Directory  [X] Employer

[_|Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

[] Conference/OCR Brochure  [_| Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: |(b)(5)i(b)(7)(0) Date: 01/11/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): |©)6).(G)7)C)

Address: |(b)(6);(b)(7)(0)

Telephone Number: [(P)6):(0)7)(C)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



MAKE CHECKS PAYABLE TO:

IF PAYING BY CREDIT CARD, FILL OUT BELOW
Planned Parenthood Keystone CHECK CARD USING FOR PAYMENT
PO Box 813 . ;
CARD NUMBER oW [AMOUNT
Trexlertown, PA 18087-0813 I =
SIGNATURE EXP. DATE
P H \ *) STATEMENT DATE PAY THIS AMOUNT ACGOUNT NBR
\ l U 11/03/13 CONTINUED |§%fﬁﬂ)\;(b) |
STATEMENT % \q 6 SHOW AMOUNT
PADHERE $

ADDRESSEE: _t_ \fﬁ { C%—t \rb \_ﬁ REMIT TO:
B)E).B)7)(C) (,@\U%t,(,\ (JG\ B2 |

e Planned Parenthood Keysione
- U\/\AL)’\ PO Box 813
e

(b)(6).(b)(7)(C) Trexlertown, PA 18087-0813

O Please check box if above address is incorrect or insurance information has PLEASE DETACH AND RETURN TOP PORTION WITH YOUR PAYMENT
changed, and indicate change(s) on reverse side.

INSUR PATIENT

DATE DESCRIPTION OF SERVICE AMOUNT |BALANCE |BALANCE |BALANCE
09/25/12 ENCOUNTER FOR [0)0) DIM(MTHIDIO ODC) - _[OEe0m N EEEGE)

. @
09128”2_ " |

11)‘24;‘12
01/21113

TS000

ACCOUNT NBR CURRENT 30 DAYS 60 DAYS 90 DAYS 120 DAYS TOTAL ACCOUNT BALANCE
(B)(B);(b)(7)C)
MESSAGE: PLEASE PAY

THIS AMOUNT »»»CONTINUED

** PAYMENT DUE UPON RECEIPT * THANK YOU **
STATEMENT PAGE: 1



MAKE CHECKS PAYABLE TO:

Planned Parenthood Keystone
PO Box 813

[ Trexlertown, PA 18087-0813

STATEMENT

ADDRESSEE:
(L)) (L)THC)

O Please check box if above address is incorrect or insurance information has
changed, and indicate change(s) on reverse side.

IF PAYING BY CREDIT CARD, FILL OUT BELOW

CHECK GARD USING FOR PAYMENT

=3 |1 m| e ]
aad| DISCOVER ﬂMHSTERGﬁRD SA

CARD NUMBER |cw [AMOUNT
IGNATURE EXP.DATE
PA AMOUNT  ACCOUNT NBR )
(b)(6),()(7)(C)
11/03/13 | / o] [
SHOYY AMOUNT
PAID HERE
REMIT TO:
(b)(4)

Planned Parenthood Keystone

PO Box 813

Trexlertown, PA 18087-0813

PLEASE DETACH AND RETURN TOP PORTION WITH YOUR PAYMENT

INSUR PATIENT
DATE DESCRIPTION OF SERVICE AMOUNT |BALANCE |[BALANCE |BALANCE
03/28/13  CCHIV - CC HIV Prevention Eg))(ﬁh(b)(? )
etna Payment
04/02/13 etna Payment OEIOULE)
ACCOUNT NBR CURRENT 30 DAYS 60 DAYS 90 DAYS 120 DAYS TOTAL ACCOUNT BALANCE
(b)(6).(0)(7)(C)
S EaE: PLEASE PAY

THIS AMOUNT »»»»

** PAYMENT DUE UPON RECEIPT * THANK YOU **
STATEMENT

(0)(6);(b)(7)
(©)

PAGE: 2



In the mail | received a bill from Planned Parenthood dating back to 2012 for myself for over $200
stating that | was 120 days late and this was the first time | had received a bill. In the same bill on the
second page | received someone else's bill with her Name, Address, Account Number, Date of Services,
and HIV Testing, Pregnancy Testing and other personal information pertaining to this customer. When |
called Planned Parenthood asking them why this was the first time | had been receiving a bill or being
told about a balance they responded they had sent me four other bills which leads me to believe it was
sent to someone else. On top of that | asked why | was sent someone else's information that it is a
violation of HIPPA they told me to disregard the other bill and throw in the trash. | am extremely upset
about this because | have not moved and | never received a bill meaning they had to have sent it to
someone else, not to mention | have someone else's personal information.



st DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY

§¢“‘
5 _/ Voice~ (215} 861-4441 Office for Civil Rights, Region III
% C TDD - (215) 861-4440 150 S. Independence Mall West
FAX - (215) B61-4431 Public Ledger Building, Suite 372
http://www.hhs. gov/ocr Philadelphia, PA 19106-3499
Reference: 174206
Investigator: Amy Kaplan
Contact Telephone: 215-861-4446
August 5, 2014
Planned Parenthood
Office Manager
P.O. Box 813

Trexlertown, PA 18087
Dear Office Manager:

On January 10, 2014, the U.S. Department of Health and Human Services (HHS), Office for
Civil Rights (OCR), Region Il received a complaint alleging that Planned Parenthood, the
covered entity has violated the Federal Standards for Privacy of Individually Identifiable Health
Information (45 C.F.R. Parts 160 and 164, Subparts A and E, the Privacy Rule). Specifically, the
complainant,|®©).0)7)C) |alleges that she received a bill for her services rendered and it
included a bill for another patient. Such an allegation could reflect a violation of 45 C.F.R. §§
164.502(a), regarding impermissible disclosures, §164.530(c), regarding safeguards and or, 45
C.F.R.§164.408, regarding breach of unsecured protected health information.,

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex and
religion.

Generally, the Privacy Rule permits a covered entity to make disclosures of protected health
information (PHI) for a permitted purpose, through a variety of means, such as by mail or
facsimile machine, as long as the covered entity, when doing so, uses reasonable and appropriate
administrative, technical, and physical safeguards to protect the privacy of the PHL. See 45
C.F.R. § 164.502(a). These safeguards may vary depending on the mode of communication
used. For example, when faxing PHI to a telephone number that is not used regularly, a
reasonable safeguard may involve a covered entity first confirming the fax number with the
intended recipient of the fax. In the case of this complaint, reasonable safeguards would have
included double checking the material prior to mailing it to the patient to ensure that it contained
the correct patient information.

Pursuant to its authority under 45 C.F.R. §§ 160.304(a) and (b), OCR has determined to resolve
this matter informally through the provision of technical assistance to Planned Parenthood. To
that end, OCR has enclosed a checklist of reminders on how to safely use the mail or fax
machines when sending PHI, which can reasonably be applied to the verification of any material
being billed to a company to ensure that it contains the patient’s correct PHI or is being sent to
the correct entity.



You are encouraged to review these materials closely and to share them with your staff as part of
the Health Insurance Portability and Accountability Act (HIPAA) training you provide to your
workforce. You are also encouraged to assess and determine whether there may have been an
incident of noncompliance as alleged by the complainant in this matter, and, if so, to take the
steps necessary to ensure such noncompliance does not occur in the future. Please contact OCR
if you need further information regarding the allegations in this matter. Should OCR receive a
similar allegation of noncompliance against the practice in the future, OCR may initiate a formal
investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of this
letter. OCR’s determination as stated in this lefter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a request,
we will make every effort, as permitted by law, to protect information that identifies individuals
or that, if released, could constitute a clearly unwarranted invasion of personal privacy.

If you have any questions, please contact please contact Amy Kaplan, Investigator at (215) 861-
4446 (Voice), or (215) 861-4440 (TDD),

Sincerely,

L) fna /16

Barbara J. Holland
Regional Manager

Enclosure: Checklist



May a physician’s office or health plan use mail or fax to
send patient medical information?

Yes. Where the Privacy Rule allows covered health care providers, health plans, or health care
clearinghouses to share protected health information with another organization or with the
individual, they may use a variety of means to deliver the information, as long as they use
reasonable safeguards when doing so. When the communications are in writing, the patient
information may be sent by mail, fax, or other means of reliable delivery.

The Privacy Rule requires that covered entities apply reasonable safeguards when making these
communications to protect the patient information from inappropriate use or disclosure to
unauthorized persons. These safeguards will vary depending on the mode of communication
used. For example, when mailing patient information, reasonable safeguards would include
checking to see that the name and address of the recipient are correct and current and that only
the minimum amount of patient information is showing on the outside of the envelope to ensure
proper delivery to the intended recipient. When faxing protected health information to a
telephone number that is not regularly used, a reasonable safeguard would include first
confirming the fax number with the intended recipient. Similarly, a covered entity may pre-
program frequently used numbers directly into the fax machine to avoid misdirecting the
information to someone who is not the intended recipient.

The following checklists provide guidance on reasonable safeguards that a covered health care
provider, health plan, or health care clearinghouse may put in place to protect patient information
from being impermissibly disclosed during (1) mailing and (2) faxing,

See 45 C.F.R. § 164.530(c).

MAILING CHECKLIST

[ | Carefully check name and address of intended recipient. Many names are similar;
make sure you have the correct name for the intended recipient on the envelope.
Make sure the address on the envelope matches the correct address of the intended
recipient. ‘

L | Carefully check the contents of the envelope before sealing. Make sure the contents
may be permissibly disclosed to the intended recipient or properly relate to the
individual. Check all pages to make sure records or material related to other
individuals are not mistakenly included in the envelope.

J | Check the information showing on the outside of the envelope or through the address
window. Make sure identifying information that is not necessary to ensure proper
delivery is not disclosed.

L] | when doing mass mailings, do a test run to ensure the system is properly performing
and check at least a sample of the mailings for the accuracy of name and address of
the intended recipients and the correct contents, as indicated above, before sending.

3




Have policies and procedures in place to safequard protected health information that is
mailed, including processes to act promptly on (1) name and address changes to
ensure corrections are made in all the relevant records; and (2) reports of misdirected
mail to identify the cause and take steps to prevent future incidents.

Train staff on the mailing procedures that your organization has put in place to
safeguard protected health information during mailing. Update the training periodically
and be sure to train new staff.

FAXING CHECKLIST

Carefuily check the fax number to make sure you have the correct number for the
intended recipient. When manually entering the number, check to see that it has been
entered correctly before sending.

Confirm fax number with the intended recipient when faxing to this party for the first
time or if the fax number is not regularly used.

Program regularly used numbers into fax machines. Check to make sure you are
selecting the preprogrammed number for the correct party before sending.

Update fax numbers promptly upon receipt of notification of correction or change.
Have procedures for deleting outdated or unused numbers which are preprogrammed
into the fax machine.

Locate fax machines in areas where access can be monitored and controlled and avoid
leaving patient information on fax machines after sending.

Have policies and procedures in place to safeguard protected health information that is
faxed, including processes to act promptly on (1) changes in fax numbers to ensure
corrections are made in all the relevant records; and (2) reports of a misdirected fax to
identify the cause and take steps to prevent future incidents, including revising the
organization's policies and procedures.

Train staff on the policies and procedures for the proper use of fax machines that your
organization has put in place to safeguard protected health information during faxing.
Update the training periodically and be sure to train new staff.




Form Approved OMB No 0990-0269

**- DEPARTMENT OF HEALTH AND HUMAN SERVICES S5 OME Statementon Reverse
_‘/C OFFICE FOR CIVIL RIGHTS (OCR)

+> HEALTH INFORMATION PRIVACY COMPLAINT

YOURFIRSTNAME YOUR LAST NAME _ -

l(b)(ﬁ);(b)(?’)(C) (b)(6);(b)(7)(C)
Tease include area code) WORK PHUNE (Flease include area code)

(b)(6);(b)(7)(C) '
° N/A
STREET ADDRESS CITY
|(b)(6);(b)(7)(C) (b)(6);(b)(7)(C)
STATE ZIP E-MAIL ADDRESS (If available)
(b)(6);(b)(T) (b)(6);(b)(7)(C)
Are you filing this complaint for someone else? _D Yes: %No - - -
If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

(;Z:fgg;(z;EENCY#ORGANIZAT!ONI : REC'D FER 0 3 2014
Placd e paegprdtipoD

o IREET AUUH‘tbS Y CITY ;
2550 INE DWigiond 1. # 4 BenD
STATE ZIP PHONE (Please include area code)

Vi A1101 (gg%) 815— 320
When do you believe that the violation of health informatjon privacy rights occurred?

LIST DATE(S) . AT B £
12/20]13  AND AEMME TRwE o AT DarE
Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
viol_ r the privacy rule otherwise was violated? Please be as specific as possible. (Attach additionalpage§ as needed)
Wre WA SlaNIFILANT oitee< Ex WIFE, AND witenl 4pe STPPIED
WY IS A pT TUANNED apenThocl 4pe Discvesen 0 ivy' 1N CANT
OTHER MWEDICAL YEOLEDUEES £ HAD FECRVED pe ATATIENT oF
PLANNED TAENTHOOD. MipE PEctrdTL> SHE VISALEED 10 (o
I‘rAW"H/\/ AUPT 1 gep0 [@OONC) PFLE AND 1 PoNT LiFE WVHAT T

ee

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature,
SIGNATURE DATE (mm/dd/yyyy)

(L)) (L)THC) —.
[=23- [

FITTg @ compramT Wi OUTR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Port ability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at: www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To
mail a complaint see reverse page for OCR Regional addresses.
HHS-700 (7/09) (FRONT)

PSC Giragthacs 301 ) 4430000 EF



The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for OCR to communicate with you about this complaint? (Check all that apply)

[[] Braille [] Large Print [[] Cassette tape [] Computer diskette [] Electronic mail []TOD
D Sign language interpreter (specify language):
[:| Foreign language interpreter (specify language): |:| Other:
ff wé cannai rEi-l.t-:.l'.I y_oﬁ directly, is there soméon_e_@é -t_:;n_co_r{tact to_ﬁa;_i us reach you?__ o - o
FIRST NAME LAST NAME F
|(b)(5);(b)(7)(C) | (b)(B);(bX7)HC) |
(t.:)'('E‘i.)'-(E)'(‘?)'(Ch) —= WORK PHONE (Please include area code)
(b)(B);(bX7)HC)

STREET ADDRESS [ TTTT

(b)(B);(bX7)

(C)
STATE ZIP E-MAIL ADDRESS (If availabl

DRI BE,BNC) Feniase)

_____ ©) e Y= | o — — — —
Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)

PERSON / AGENCY / ORGANIZATION / COURT NAME(S)

~Np

DATE(S) FILED CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).
ETHNICITY (select one) RACE (select one or more)

[] Hispanic or Latino [] American Indian or Alaska Native |:| Asian

] white

[] Native Hawaiian or Other Pacific Islander
g Not Hispanic or Latino [] Black or African American [] Other (specify):
PRIMARY LANGUAGE SPOKEN (if other then English)
How did you learn about the Office for Civil Rights?
‘E HHS Website/Internet Search [:] Family/Friend/Associate D Religious/Community Org [:] Lawyer/Legal Org |:| Phone Directory |:| Employer
[[] Fed/State/Local Gov [[] Healthcare Provider/Health Plan  [_] Conference/OCR Brochure [] Other (specify):
To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region
where the alleged violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
{617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, Wi
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056, (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VIl - |A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277, (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions
Office for Civil Rights, DHHS
90 7th Street, Suite 4-100
San Francisco, CA 94103
(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS

61 Forsyth Street, SW. - Suite 16T70

Atlanta, GA 30303-8909

(404) 562-7886; (404) 562-7884 (TDD)

Region VIIl - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)

(404) 562-7881 FAX

(303) 844-2025 FAX

Burden Statement

{206) 615-2297 FAX

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing
instructions, gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor,
and a person is not required to respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate
or any other aspect of this collection of information. including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information
Resources Management, 200 Independence Ave. S.W., Room 531H, Washington, D.C. 20201. Please do not mail this complaint form to this address.
HHS-700 (7/09) (BACK)
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% Voice - (206) 615-2290, (800) 362-1710 Office for Civil Rights, Region X
‘%)"'"eu TDD - (206) 615-2296, (800) 537-7697 2201 Sixth Avenue, Mail Stop RX-11

(FAX) - (206) 615-2297 Seattie, WA 98121-1831
hitip//www.hhs. gov/ocr/

February 5, 2014

(b)(B);,(bXTHC)

RE: OCR Transaction Number: 14-175500

Dear[PIO®)7)

Thank you for your complaint, received on February 3, 2014, by the U.S. Department of Health and
Human Services (HHS), Office for Civil Rights (OCR).

We are in the process of reviewing your complaint to decide whether OCR has authority and is able to
take action with respect to the matters you have raised. We will complete our review as quickly as
possible. If you have questions or correspondence, please contact:

Office for Civil Rights, Region 10

U.S. Department of Health and Human Services
2201 Sixth Ave., M/S RX-11

Seattle, WA 98121-1831

Toll Free: 1-800-362-1710

TDD: 1-800-537-7697

Fax: 1-206-615-2297

When contacting this office, please remember to include the OCR Transaction Number, as shown in the
reference line above. In the event that you move, change your telephone number, or obtain a new email
account during the course of OCR’s review and processing of your complaint, please inform us at the
OCR Regional Office noted herein so that we may maintain current contact information for you.

Sincerely,

7. tikd A

ﬁ (- Linda Yuu Connor
~~  Regional Manager
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services' (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint,

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint,

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case,

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other

Individuals Asked to Supply Information to the Qffice for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

» Asacomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities,

Complaint Consent Form Page {of 2



COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities,

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOLA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and rewew the documents entltled, ;\ouce ) ( omnfamams and Other

v and Protecting
Pe sgm{ nﬁzmg{mn ing omgfggn{ {zgv;’mgaﬂgm for further information regarding how

OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« Asacomplainant, [ understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities,

Complaint Consent Form Page I of 2
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» lam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). 1 understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

+ In addition, 1 understand that as a complainant | am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the follow'ing boxes:

IZI CONSENT: [ have read, understand, and agree to the above and give permission
to OCR to reveal my identity or identifying information about me in my case file to
persons at the entity or agency under investigation or to other relevant persons, agencies,
or entities during any part of HHS’ investigation, conciliation, or enforcement process.

|:| CONSENT DENIED: | have read and | understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. 1
understand that this denial of consent is likely to impede the investigation of my
complaint and may result in closure of the investigation.

(b)(B);,(bXTHC)

Signature: _| Date: (7} / 2% l Il'l"

*Please sign and dof {0 sign if submitting this form by email because submissibn by emenif represents your signature,

(b)(B);,(bXTHC)

Name (Please print):

(b)(B);,(bXTHC)

Address:

(b)(B);,(bXTHC)

(b)(B);,(bXTHC)

Telephone Number:

RECD FEB 03 2014

Complaint Consent Form Page 2af 2



"
)

5 DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY
%%., Voice - (206) 615-2290. (800) 362-1710 Office for Civil Rights, Region X
ovena TDD - (206) 615-2296. (800) 537-7697 2201 Sixth Avenue, Mail Stop RX-11
(FAX) - (206) 615-2297 Seattle, WA 98121-1831
http://www.hhs.gov/ocr/
FEB 28 2014
Date:
)@)

Re:  OCR Transaction Number: 14-175500

Dear 1©)E).0XT) |-

On February 3, 2014, the U.S. Department of Health and Human Services (HHS), Office for Civil Rights
(OCR), Region X received your complaint alleging that Planned Parenthood Columbia Willamette
(PPCW), the covered entity, had violated the Federal Standards for Privacy of Individually Identifiable
Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E, the Privacy Rule). Specifically, you
alleged that on approximately December 20, 2013, a PPCW workforce member impermissibly disclosed
your protected health information (PHI) to your significant other and his mother. This allegation could
reflect a violation of 45 C.F.R. §§ 164.502(a), 164.510 (b), and 164.530(c).

Thank you for bringing this matter to OCR’s attention. Your complaint plays an integral part in OCR’s
enforcement efforts.

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces the Federal civil
rights laws which prohibit discrimination in the delivery of health and human services because of race,
color, national origin, disability, age, and under certain circumstances, sex and religion.

A covered entity may not use or disclose PHI except as permitted or required by the Privacy Rule. As
long as an individual does not object, a covered entity is allowed to share or discuss with the individual’s
family, friends, or other persons identified by the individual the PHI that is directly relevant to such
person’s involvement with the individual’s care or payment for care. The covered entity may ask the
individual’s permission, may tell the individual that the covered entity plans to discuss the information
and give the individual an opportunity to object, or may decide, using the covered entity’s professional
judgment, that the individual does not object. However, in any of these cases, the covered entity may
discuss only the information that the person involved needs to know about the individual’s care or
payment for their care.

The minimum necessary provision of the Privacy Rule also requires the covered entity to limit access to
PHI by identifying the persons or classes of persons within the covered entity who need access to the
information to carry out their job duties, the categories or types of PHI needed, and conditions appropriate
to such access.

Finally, a covered entity must provide a process for individuals to make complaints concerning the
covered entity’s policies and procedures required by the Privacy Rule or its compliance with such policies
and procedures or with the requirements of the Privacy Rule. 45 C.F.R. § 164.530 (dX1).




OCR Transaction Number: 14-175500 Page 2

We have carefully reviewed your complaint against the covered entity and have determined to resolve this
matter informally through the provision of technical assistance to the covered entity. Should OCR receive
a similar allegation of noncompliance against the covered entity in the future, OCR may initiate a formal
investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of this letter.
OCR’s determination as stated in this letter applies only to the allegations in this complaint that were
reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other information
about this case upon request by the public. In the event OCR receives such a request, we will make every
effort, as permitted by law, to protect information that identifies individuals or that, if released, could
constitute a clearly unwarranted invasion of personal privacy.

If you have any questions regarding this matter, please contact Lenny Sanchez, Investigator, at (206) 615-
3871 (Voice) or (800) 537-7697 (TDD).

%Xug%@é

Linda Yuu Connor
Regional Manager
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Voice - (206) 615-2290. (800) 362-1710 Office for Civil Rights, Region X
TDD - (206) 615-2296, (800) 537-7697 2201 Sixth Avenue, Mail Stop RX-11
{FAX) - (206) 615-2297 Seattle, WA 98121-1831
hitp://www.hhs.gov/oct/

ue: | FEB 28 200

(b)(6),(L)T)C)

irector of RKisk and Quality Management
Planned Parenthood Columbia Willamette
3727 NE Martin Luther King Jr. Blvd.
Portland, OR 97212

Re:  OCR Transaction Number: 14-175500

Dear |{b){6);{b){?){C) |:

On February 3, 2014, the U.S. Department of Health and Human Services (HHS), Office for Civil Rights
(OCR), Region X, received a complaint from|{©©®®7C)  IComplainant) alleging that Planned
Parenthood Columbia Willamette (PPCW), the covered entity, had violated the Federal Standards for
Privacy of Individually Identifiable Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E,
the Privacy Rule). Specifically, Complainant alleges that on approximately December 20, 2013,
PPCW workforce member at PPCW’s Bend, OR office, impermissibly disclosed Complainant’s
protected health information (PHI) to Complainant’s significant other [(0)©).0)7)(C) |and his mother
[©)6):0)7)(C) | This allegation could reflect a violation of 45 C.F.R. §§ 164.502(a) (impermissible uses
and disclosures), 164.510(b), and 164.530(c) (safeguards).

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces the Federal civil
rights laws which prohibit discrimination in the delivery of health and human services because of race,
color, national origin, disability, age, and under certain circumstances, sex and religion.

Pursuant to the Privacy Rule, a covered entity may not use or disclose PHI except as permitted or required
by the Privacy Rule. As long as an individual does not object, a covered entity is allowed to share or
discuss the individual’s health information with the individual’s family, friends, or others involved in the
individual’s care or payment for their care. The covered entity may ask the individual’s permission, may
tell the individual that the covered entity plans to discuss the information and give the individual an
opportunity to object, or may decide, using the covered entity’s professional judgment, that the individual
does not object. However, in any of these cases, the covered entity may discuss enly the information that
the person involved needs to know about the individual’s care or payment for their care.

The minimum necessary provision of the Privacy Rule also requires the covered entity to limit access to
PHI by identifying the persons or classes of persons within the covered entity who need access to the
information to carry out their job duties, the categories or types of PHI needed, and conditions appropriate
to such access.

Finally, a covered entity must provide a process for individuals to make complaints concerning the
covered entity’s policies and procedures required by the Privacy Rule or its compliance with such policies
and procedures or with the requirements of the Privacy Rule. 45 C.F.R. § 164.530 (d)(1).
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In this matter, Complainant alleges that Complainant’s PHI was impermissibly disclosed to a member of
Complainant’s family or to an acquaintance of the Complainant or that Complainant’s PHI was otherwise
impermissibly used by an employee of the covered entity. Pursuant to its authority under 45 C.F.R. §§
160.304(a) and (b), OCR has determined to resolve this matter informally through the provision of
technical assistance to the covered entity. To that end, OCR has enclosed material explaining the Privacy
Rule provisions related to Disclosures to Family and Friends, the Minimum Necessary Requirement, and
Reasonable Safeguards.

It is our expectation that you will review these materials closely and share them with your staff as part of
the Health Insurance Portability and Accountability Act (HIPAA) training you provide to your workforce.
It is also our expectation that you will assess and determine whether there may have been an incident of
noncompliance as alleged by the complainant in this matter, and, if so, to take the steps necessary to
ensure such noncompliance does not occur in the future. Please contact OCR if you need further
information regarding the allegations in this matter. Should OCR receive a similar allegation of
noncompliance against the covered entity in the future, OCR may initiate a formal investigation of that
matter,

Based on the forgoing, OCR is closing this case without further action, effective the date of this letter.
OCR’s determination as stated in this letter applies only to the allegations in this complaint that were
reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other information
about this case upon request by the public. In the event OCR receives such a request, we will make every
effort, as permitted by law, to protect information that identifies individuals or that, if released, could
constitute a clearly unwarranted invasion of personal privacy.

If you have any questions regarding this matter, please contact Lenny Sanchez, Investigator, at (206) 615-
3871 (Voice) or (800) 537-7657 (TDD).

Sincerely,

O?i&oum%&bgﬂéf/

Linda Yuu Connor
Regional Manager

Enclosures:  Disclosures to Family and Friends
The Minimum Necessary Requirement
Reasonable Safeguards




HIPAA Privacy Rule Disclosures to a Patient’s Family, Friends, or Others Involved in the Patient’s

Care or Payment for Care

Family Member or Friend

Other Persons

Patient is present and has
the capacity to make health
care decisions

Provider may disclose relevant
information if the provider
does one of the following:

(1) Obtain the patient’s
agreement;

(2) Gives the patient an
opportunity to object
and the patient does
not object;

(3) Decides from the
circumstances, based
on professional
judgment, that the
patient does not object

Disclosure may be made in
person, over the phone, or in
writing

Provider may disclose relevant
information if the provider
does one of the following:

(1) Obtain the patient’s
agreement;

(2) Gives the patient an
opportunity to object
and the patient does
not object;

(3) Decides from the
circumstances, based
on professional
judgment, that the
patient does not object

Disclosure may be made in
person, over the phone, or in
writing

Patient is not present or is
incapacitated

Provider may disclose relevant
information if, based on
professional judgment, the
disclosure is in the patient’s
best interest.

Disclosure may be made in
person, over the phone, or in
writing.

Provider may use professional
judgment and experience to
decide if it is in the patient’s
best interest to allow someone
to pick up filled prescriptions,
medical supplies, X-rays, or
other similar forms of health
information for the patient.

Provider may disclose relevant
information if the provider is
reasonably sure that the
patient has involved the
person in the patient’s care
and in his or her professional
judgment, the provider
believes the disclosure to be in
the patient’s best interest.

Disclosure may be made in
person, over the phone, ot in
writing.

Provider may use professional
judgment and experience to
decide if it is in the patient’s
best interest to allow someone
to pick up filled prescriptions,
medical supplies, X-rays, or
other similar forms of health
information for the patient.




THE MINIMUM NECESSARY REQUIREMENT
45 C.F.R. §§ 164.502(b) and 164.514(d)

Background

The minimum necessary standard, a key protection of the HIPAA Privacy Rule, is derived from
confidentiality codes and practices in common use today. It is based on sound current practice that
protected health information should not be used or disclosed when it is not necessary to satisty a
particular purpose or carry out a function. The minimum necessary standard requires covered entities to
evaluate their practices and enhance safeguards as needed to limit unnecessary or inappropriate access to
and disclosure of protected health information. The Privacy Rule’s requirements for minimum necessary
are designed to be sufficiently flexible to accommodate the various circumstances of any covered entity.

How the Rule Works

The Privacy Rule generally requires covered entities to take reasonable steps to limit the use or disclosure
of, and requests for, protected health information to the minimum necessary to accomplish the intended
purpose. The minimum necessary standard does not apply to the following:

Disclosures to or requests by a health care provider for treatment purposes.
Disclosures to the individual who is the subject of the information.

« Uses or disclosures made pursuant to an individual’s authorization.

o Uses or disclosures required for compliance with the Health Insurance Portability and
Accountability Act (HIPAA) Administrative Simplification Rules.

« Disclosures to the Department of Health and Human Services (HHS) when disclosure of
information is required under the Privacy Rule for enforcement purposes.

+ Uses or disclosures that are required by other law.

The implementation specifications for this provision require a covered entity to develop and implement
policies and procedures appropriate for its own organization, reflecting the entity’s business practices and
workforce. While guidance cannot anticipate every question or factual application of the minimum
necessary standard to each specific industry context, where it would be generally helpful we will seek to
provide additional clarification on this issue in the future. In addition, the Department will continue to
monitor the workability of the minimum necessary standard and consider proposing revisions, where
appropriate, to ensure that the Rule does not hinder timely access to quality health care.

Uses and Disclosures of, and Requests for, Protected Health Information

For uses of protected health information, the covered entity’s policies and procedures must identify the
persons or classes of persons within the covered entity who need access to the information to carry out
their job duties, the categories or types of protected health information needed, and conditions appropriate
to such access. For example, hospitals may implement policies that permit doctors, nurses, or others
involved in treatment to have access to the entire medical record, as needed. Case-by-case review of each
use is not required. Where the entire medical record is necessary, the covered entity’s policies and
procedures must state so explicitly and include a justification. For routine or recurring requests and
disclosures, the policies and procedures may be standard protocols and must limit the protected health
information disclosed or requested to that which is the minimum necessary for that particular type of
disclosure or request. Individual review of each disclosure or request is not required. For non-routine
disclosures and requests, covered entities must develop reasonable criteria for determining and limiting
the disclosure or request to only the minimum amount of protected health information necessary to




accomplish the purpose of a non-routine disclosure or request. Non-routine disclosures and requests must
be reviewed on an individual basis in accordance with these criteria and limited accordingly. Of course,
where protected health information is disclosed to, or requested by, health care providers for treatment
purposes, the minimum necessary standard does not apply.

Reasonable Reliance

In certain circumstances, the Privacy Rule permits a covered entity to rely on the judgment of the party
requesting the disclosure as to the minimum amount of information that is needed. Such reliance must be
reasonable under the particular circumstances of the request. This reliance is permitted when the request is
made by:

» A public official or agency who states that the information requested is the minimum necessary for
a purpose permitted under 45 CFR 164.512 of the Rule, such as for public health purposes (45
CFR 164.512(b)).

Another covered entity.

« A professional who is a workforce member or business associate of the covered entity holding the
information and who states that the information requested is the minimum necessary for the stated
purpose.

» A researcher with appropriate documentation from an Institutional Review Board (IRB) or Privacy
Board.

The Rule does not require such reliance, however, and the covered entity always retains discretion to
make its own minimum necessary determination for disclosures to which the standard applies.




?

Frequently Asked Questions

How are covered entities expected to determine what is the minimum necessary information
that can be used, disclosed, or requested for a particular purpose?

The HIPAA Privacy Rule requires a covered entity to make reasonable efforts to limit use,
disclosure of, and requests for protected health information to the minimum necessary to
accomplish the intended purpose. To allow covered entities the flexibility to address their unique
circumstances, the Rule requires covered entities to make their own assessment of what protected
health information is reasonably necessary for a particular purpose, given the characteristics of
their business and workforce, and to implement policies and procedures accordingly. This is not
an absolute standard and covered entities need not limit information uses or disclosures to those
that are absolutely needed to serve the purpose. Rather, this is a reasonableness standard that calls
for an approach consistent with the best practices and guidelines already used by many providers
and plans today to limit the unnecessary sharing of medical information.

The minimum necessary standard requires covered entities to evaluate their practices and enhance
protections as needed to limit unnecessary or inappropriate access to protected health information.
It is intended to reflect and be consistent with, not override, professional judgment and standards.
Therefore, it is expected that covered entities will utilize the input of prudent professionals
involved in health care activities when developing policies and procedures that appropriately limit
access to personal health information without sacrificing the quality of health care.

Does the HIPAA Privacy Rule strictly prohibit the use, disclosure, or request of an entire
medical record? If not, are case-by-case justifications required each time the entire medical
record is disclosed?

No. The Privacy Rule does not prohibit the use, disclosure, or request of an entire medical record;
and a covered entity may use, disclose, or request an entire medical record without a case-by-case
justification, if the covered entity has documented in its policies and procedures that the entire
medical recotd is the amount reasonably necessary for certain identified purposes.

For uses, the policies and procedures would identify those persons or classes of person in the
workforce that need to see the entire medical record and the conditions, if any, that are appropriate
for such access. Policies and procedures for routine disclosures and requests and the criteria used
for non-routine disclosures and requests would identify the circumstances under which disclosing
or requesting the entire medical record is reasonably necessary for particular purposes. The
Privacy Rule does not require that a justification be provided with respect to each distinct medical
record.

Finally, no justification is needed in those instances where the minimum necessary standard does
not apply, such as disclosures to or requests by a health care provider for treatment purposes or
disclosures to the individual who is the subject of the protected health information.

In limiting access, are covered entities required to completely restructure existing workflow
systems, including redesigning office space and upgrading computer systems, in order to
comply with the HIPAA Privacy Rule's minimum necessary requirements?




No. The basic standard for minimum necessary uses requires that covered entities make reasonable
efforts to limit access to protected health information to those in the workforce that need access
based on their roles in the covered entity.

The Department generally does not consider facility redesigns as necessary to meet the
reasonableness standard for minimum necessary uses. However, covered entities may need to
make certain adjustments to their facilities to minimize access, such as isolating and locking file
cabinets or records rooms, or providing additional security, such as passwords, on computers
maintaining personal information.

Covered entities should also take into account their ability to configure their record systems to
allow access to only certain fields, and the practicality of organizing systems to allow this
capacity. For example, it may not be reasonable for a small, solo practitioner who has largely a
paper-based records system to limit access of employees with certain functions to only limited
fields in a patient record, while other employees have access to the complete record. In this case,
appropriate training of employees may be sufficient. Alternatively, 2 hospital with an electronic
patient record system may reasonably implement such controls, and therefore, may choose to limit
access in this manner to comply with the Privacy Rule.




Reasonable Safeguards
45 C.F.R. § 164.530 (¢c)

A covered entity must have in place appropriate administrative, technical, and physical safeguards that
protect against uses and disclosures not permitted by the Privacy Rule, as well as that limit incidental uses
or disclosures. See 45 C.F.R. §164.530 (c). It is not expected that a covered entity’s safeguards guarantee
the privacy of protected health information from any and all potential risks. Reasonable safeguards will
vary from covered entity to covered entity depending on factors, such as the size of the covered entity and
the nature of its business. In implementing reasonable safeguards, covered entities should analyze their
own needs and circumnstances, such as the nature of the protected health information it holds, and assess
the potential risks to patients’ privacy. Covered entities should also take into account the potential effects
on patient care and may consider other issues, such as the financial and administrative burden of
implementing particular safeguards.

Many health care providers and professionals have long made it a practice to ensure reasonable
safeguards for individuals’ health information — for instance:

« By speaking quietly when discussing a patient’s condition with family members in a waiting room
or other public area,

« By avoiding using patients’ names in public hallways and elevators, and posting signs to remind
employees to protect patient confidentiality;

» By isolating or locking file cabinets or records rooms; or

e By providing additional security, such as passwords, on computers maintaining personal
information.

Protection of patient confidentiality is an important practice for many health care and health information
management professionals; covered entities can build upon those codes of conduct to develop the
reasonable safeguards required by the Privacy Rule.
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*h HEALTH INFORMATION PRIVACY COMPLAINT
YOUR FIRST NAME YOUR LAST NAME

[®)6).0)7)C) ] [()(6):(0)(7)(C) |

HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)
_|(b)(6);(b)(7)(0) |

STREET ADDRESS CITY

|(b)(6);(b)(7)(0) | [@)E).0)NC) ]
STATE ZIP E-MAIL ADDRESS (If available)
Io@eomnc 1 BICIR |©)6),R)7)C) |

Are you filing this complaint for someone else? [X] Yes [ No

If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME

|(b)(6):(b)(7)(C) | [B)E)O)T) |

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

Planned Parenthcood of Wisconsin

STREET ADDRESS CITY
302 N Jackson St. Milwaukee
STATE ZIP PHONE (Please include area code)
Wisconsin 53202 (414) 271-8045
When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)

04/04/2013, 01/23/2014, 01/17/2014

Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

I |{(b)B)b)7)NC) |, on 01/23/2014 received a bill from "PPWI" (Planned Parenthood of
Wisconsin) in the amount of $128.%6 dated for 01/17/2014 for numerous medical procedures performed on
04/04/2013 which were not my own. Each item lists the presumed actual patient's name
before a brief description of the procedure ("FAST," "Injec," "BCMx5"). I ca ormIse, based
on my own experiences with PPWI and other (legitimate) experiences with their billing system, that
the patient received a blood draw and birth control.

For what it is worth, I am absolutely certain that this isn't simply a memory error on my part
because every time I have used PPWI's services I have paid immediately after receiving services, and
This field may be truncated due to size limit. See the "Allegation Description" file in the case folder.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

[(b)(B).(b)(T)(C) | 01/23/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-700 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF




The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[_] Not Hispanic or Latino

[] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[1 White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[X]HHS Website/Internet Search Family/Friend/Associate [ ] Religious/Community Org[_] Lawyer/Legal Org [_] Phone Directory [_] Employer

[x] Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

[] Conference/OCR Brochure  [_| Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: |(b)(6)?(b)(7)(0) Date: 01/23/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): |©)6):®)7)NC)

Address: |©©-®XC)

Telephone Number: l(b)(ﬁ);(b)ﬁ)(C)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



Il(b)(ﬁ)i(b)(7)(0) | on 01/23/2014 received a bill from "PPWI" (Planned Parenthood
of Wisconsin) in the amount of $128.96 dated for 01/17/2014 for numerous medical procedures
performed on 04/04/2013 which were not my own. Each item lists the presumed actual patient's name
(Veronica O'Keefe) before a brief description of the procedure ("FAST," "Injec," "BCMx5"). | can surmise,
based on my own experiences with PPWI and other (legitimate) experiences with their billing system,
that the patient received a blood draw and birth control.

For what it is worth, | am absolutely certain that this isn't simply a memory error on my part because
every time | have used PPWI's services | have paid immediately after receiving services, and would be
able to produce credit union records to prove it if necessary.

| have scanned a copy of the invoice | received and attached it for your purposes.



EDIT CARD. F

é "CHECK EIARD U&ﬁ’éﬁ@ﬁ%
VISA G, MASTERCARD |__afl DISCOVER
PPWI CARD NUMBER EXP. DATE
ACCOUNTS RECEIVABLE
302 N JACKSON ST B [ 7, S e SECURITY CODE
MILWAUKEE, W 53202
STATEMENT DATE BGIEIe) JF\CCOUNT NUMBER
% 01 /17/14 ! (b)(B).(b)(THC)
Billing Questions? Call 855-850-4289 SHOW AMOUNT PAID HERE

(L)) (L)THC)

[J Please check box if above address is incorrect or insurance information
has changed, and indicate change(s) on reverse side.

CHARGES AND CREDITS MADE AFTER STATEMENT
DATE WILL APPEAR ON NEXT STATEMENT.

PPWI
BIN 88567
MILWAUKEE, WI 53288-0567

Please detach and return top portion with your payment

DATES PATIENT PROVIDER CPT4 PROCEDURE DESCRIPTION CHARGE F';EOME::; F'I’!?;E‘E’:'; ADJUST. | INS.BAL | PAT.BAL
04/04/13 (b)(B);()(7)(C) (b)(B);(b)(7)(C) D)B).D)7)C)
04/04/13
04/04/13
04)'04!‘1.3
L _______
CURRENT 30-60 DAYS 60-90 DAYS 90-120 DAYS OVER 120 DAYS TOTAL ACCOUNT BALANCE
(b)(B);(bX7)HC) ]
- o N (b)(B);(bX7)HC)
'~ MESSAGES |

Pay Online Option!
https://www.prosource-epay.com/ppwi

PAYMENT DUE UPON RECEIPT - THANK YOU

PPW
302 N Jackson St
Milwaukee, WI 53202
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Voice - (800) 368-1019 Office for Civil Rights

TDD - (202) 619-3257 200 Independence Avenus, SW
Fax - (202) 619-3818 i

http://iwww.hhs.gov/ocr Washington, DC 20201

April 24, 2014

(L)) (L)THC)

RE: OCR Transaction Number: 14-176269

Dear [(B)©E):(R)7)C)

On January 23, 2014, the U.S. Department of Health and Human Services (HHS), Office for
Civil Rights (OCR), received your complaint alleging that Planned Parenthood of Wisconsin,
the covered entity, has violated the Federal Standards for Privacy of Individually Identifiable
Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E, the Privacy Rule).
Specifically, you allege that on January 23, 2014, you received another patient’s bill in the
mail. This allegation could reflect a violation of 45 C.F.R. §§ 164.502(a) and 164.530(c).

Thank you for bringing this matter to OCR'’s attention. Your complaint plays an integral part
in OCR's enforcement efforts.

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex
and religion.

The Privacy Rule allows health care providers and health plans to share protected health
information (PHI) for permitted purposes using the mail or fax, as long as they use
reasonable and appropriate administrative, technical, and physical safeguards to protect the
privacy of the PHI. See 45 C.F.R. § 164.502(a). These safeguards may vary depending on
the mode of communication used. For example, when faxing PHI to a telephone number
that is not used regularly, a reasonable safeguard may involve a covered entity first
confirming the fax number with the intended recipient of the fax.

We have carefully reviewed your complaint against Planned Parenthood of Wisconsin and
have determined to resolve this matter informally through the provision of technical
assistance to Planned Parenthood of Wisconsin. Should OCR receive a similar allegation of
noncompliance against Planned Parenthood of Wisconsin in the future, OCR may initiate a
formal investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of
this letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.



Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

If you have any questions regarding this matter, please contact Kathryn Fox, Investigator,
at (202) 619-0202 (Voice) or (202) 619-3257 (TDD).

Sincerely,

YZNeE

'ﬁjf Kurt Temple

CIU/CRC Director
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_/C DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary

Voice - (800) 368-1019 Office for Civil Rights

TDD - (202) 619-3257 200 Independence Avenue, S.W.,
Fax - (202) 619-3818 Room 509F
http://www.hhs.gov/ocr Washington, DC 20201

April 24, 2014

Privacy Official

Planned Parenthood of Wisconsin
302 N. Jackson St.

Milwaukee, WI 53202

RE: OCR Transaction Number: 14-176269
Dear Privacy Official:

On January 23, 2014, the U.S. Department of Health and Human Services (HHS), Office for
Civil Rights (OCR), received a complaint alleging that Planned Parenthood of Wisconsin, the
covered entity, has violated the Federal Standards for Privacy of Individually Identifiable
Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E, the Privacy Rule).
Specifically, the complainant, [B)E.EX7IC) |alleges that on January 23,
2014, she received \0)6).0)7)C) [BITT in the mail, though she does not know this
person. This allegation could reflect a violation of 45 C.F.R. §§ 164.502(a) and 164.530(c).

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex
and religion.

Generally, the Privacy Rule permits a covered entity to make disclosures of protected health
information (PHI) for a permitted purpose, through a variety of means, such as by mail or
facsimile machine, as long as the covered entity, when doing so, uses reasonable and
appropriate administrative, technical, and physical safeguards to protect the privacy of the
PHI. See 45 C.F.R. § 164.502(a). These safeguards may vary depending on the mode of
communication used. For example, when faxing PHI to a telephone number that is not used
regularly, a reasonable safeguard may involve a covered entity first confirming the fax
number with the intended recipient of the fax.

In this matter, the complainant alleges that PHI was impermissibly disclosed either through
the mail or by fax. Pursuant to its authority under 45 C.F.R. §§ 160.304(a) and (b), OCR
has determined to resolve this matter informally through the provision of technical
assistance to Planned Parenthood of Wisconsin. To that end, OCR has enclosed a checklist
of reminders on how to safely use the mail or fax machines when sending PHI.

You are encouraged to review these materials closely and to share them with your staff as
part of the Health Insurance Portability and Accountability Act (HIPAA) training you provide
to your workforce. You are also encouraged to assess and determine whether there may
have been an incident of noncompliance as alleged by the complainant in this matter, and, if



so, to take the steps necessary to ensure such noncompliance does not occur in the future,
Please contact OCR if you need further information regarding the allegations in this matter.
Should OCR receive a similar allegation of noncompliance against Planned Parenthood of
Wisconsin in the future, OCR may initiate a formal investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of
this letter. OCR'’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

If you have any questions regarding this matter, please contact Kathryn Fox, Investigator,
at (202) 619-0202 (Voice) or (202) 619-3257 (TDD).

Sincerely,

Ao O

’@/ Kurt Temple

CIU/CRC Director

Enclosure: Checklist



May a physician’s office or health plan use mail or fax to
send patient medical information?

Yes. Where the Privacy Rule allows covered health care providers, heaith plans, or health
care clearinghouses to share protected health information with another organization or with
the individual, they may use a variety of means to deliver the information, as long as they
use reasonable safeguards when doing so. When the communications are in writing, the
patient information may be sent by mail, fax, or other means of reliable delivery.

The Privacy Rule requires that covered entities apply reasonable safeguards when making
these communications to protect the patient information from inappropriate use or
disclosure to unauthorized persons. These safeguards will vary depending on the mode of
communication used. For example, when mailing patient information, reasonable safeguards
would include checking to see that the name and address of the recipient are correct and
current and that only the minimurn amount of patient information is showing on the outside
of the envelope to ensure proper delivery to the intended recipient. When faxing protected
health information to a telephone number that is not regularly used, a reasonable safequard
would include first confirming the fax number with the intended recipient. Similarly, a
covered entity may pre-program frequently used numbers directly into the fax machine to
avoid misdirecting the information to someone who is not the intended recipient.

The following checklists provide guidance on reasonable safeguards that a covered health
care provider, health plan, or health care clearinghouse may put in place to protect patient
information from being impermissibly disclosed during (1) mailing and (2) faxing.

See 45 C.F.R. § 164.530(c).

MAILING CHECKLIST

L] | Carefully check name and address of intended recipient. Many names are similar;
make sure you have the correct name for the intended recipient on the envelope.
Make sure the address on the envelope matches the correct address of the intended
recipient.

[] | Carefully check the contents of the envelope before sealing. Make sure the contents
may be permissibly disclosed to the intended recipient or properly relate to the
individual. Check all pages to make sure records or material related to other
individuals are not mistakenly included in the envelope.

[ | Check the information showing on the outside of the envelope or through the address
window. Make sure identifying information that is not necessary to ensure proper
delivery is not disclosed.

(1] when doing mass mailings, do a test run to ensure the system is properly performing
and check at least a sample of the mailings for the accuracy of name and address of
the intended recipients and the carrect contents, as indicated above, before sending.

[] | Have policies and procedures in place to safeguard protected health information that is
mailed, including processes to act promptly on (1) name and address changes to




ensure corrections are made in all the relevant records; and {2) reports of misdirected
mail to identify the cause and take steps to prevent future incidents.

Train staff on the mailing procedures that your organization has put in place to
safeguard protected health information during mailing. Update the training periodically
and be sure to train new staff.

FAXING CHECKLIST

Carefully check the fax number to make sure you have the correct number for the
intended recipient. When manually entering the number, check to see that it has been
entered correctly before sending.

Confirm fax number with the intended recipient when faxing to this party for the first
time or if the fax number is not regularly used.

Program regularly used numbers into fax machines. Check to make sure you are
selecting the preprogrammed number for the correct party before sending.

Update fax numbers promptly upon receipt of notification of correction or change.
Have procedures for deleting outdated or unused numbers which are preprogrammed
into the fax machine.

Locate fax machines in areas where access can be monitored and controlled and avoid
leaving patient information on fax machines after sending.

Have policies and procedures in place to safeguard protected health information that is
faxed, including processes to act promptly on (1) changes in fax numbers to ensure
corrections are made in all the relevant records; and (2) reports of a misdirected fax to
identify the cause and take steps to prevent future incidents, including revising the
organization’s policies and procedures.

Train staff on the policies and procedures for the proper use of fax machines that your
organization has put in place to safeguard protected health information during faxing.
Update the training periodically and be sure to train new staff.




J SERVICEs Form Approved: OMB No. 0990-0269.
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S / DEPARTMENT OF HEALTH AND HUMAN SERVICES See OMB Statement on Reverse.
C OFFICE FOR CIVIL RIGHTS (OCR) AL
] ENSEEVELE
“%h HEALTH INFORMATION PRIVACY COMPLAINT
YOUR FIRST NAME YOUR LAST NAME
D)B).0) [()(6):(b)(7)(C) |
HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)
[(b)(B)-(b)T)HC) |
STREET ADDRESS CITY
(b)(6),(0)(7)(C) | |(b)(6);(b)(?)(0) |
STATE pd| = E-MAIL ADDRESS (If available)
|(b)(6);(b)(?)(0) | |(b)(5)i(b)(7)(0) | [©)(6),(D)7)(C) |
Are you filing this complaint for someone else? [X] Yes [ No

If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME

[®)E),E)NC) ] |(b)(6);(b)(7)(0) |

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

Planned Parenthocod

STREET ADDRESS CITY
10111 Forest Hill Blvd #340 Wellington
STATE ZIP PHONE (Please include area code)
Florida 33414 (561) 296-4919
When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)
12/23/2013

Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

My girlfriend was pregnant, as a couple who wants kids in the near future we were absolutely
devastated, but being in college knew that we had tc make the right decision for our lives as well as
the lives we bring into it. We went to planned parenthoocd 70 miles away from our home for the hope of
obtaining the most discrete experience as we were ashamed of what we were about to do, we went
through the appointment with ease and the staff was absolutely wonderful, unfortunately this story
gets worse. My girlfriend put her mothers address down as it was on her license. She was given the
cption to receive (phone calls or mailed) responses for (follow ups) we of course opted cut of the
mailed responses as we did not want her very religious mother finding out of our mishap. 2 weeks
later my girlfriends gets a call from her mother stating that she had opened the mail and was aware
This field may be truncated due to size limit. See the "Allegation Description" file in the case folder.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

AB)6).0)T)C) | 03/04/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-700 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF



The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[x] Not Hispanic or Latino

[] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[X] White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[CIHHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org [X] Lawyer/Legal Org [ Phone Directory [_] Employer

[_|Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

[] Conference/OCR Brochure  [_| Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: (C)E)RXTHC) Date: 03/04/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): |©/6:0)NIC)

Address: |©©-CXNC)

Telephone Number: [(0)©).(0)7)(C)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



My girlfriend was pregnant, as a couple who wants kids in the near future we were absolutely
devastated, but being in college knew that we had to make the right decision for our lives as well as the
lives we bring into it. We went to planned parenthood 70 miles away from our home for the hope of
obtaining the most discrete experience as we were ashamed of what we were about to do, we went
through the appointment with ease and the staff was absolutely wonderful, unfortunately this story gets
worse. My girlfriend put her mothers address down as it was on her license. She was given the option to
receive (phone calls or mailed) responses for (follow ups) we of course opted out of the mailed
responses as we did not want her very religious mother finding out of our mishap. 2 weeks later my
girlfriends gets a call from her mother stating that she had opened the mail and was aware of the
situation,layed it off and her mother subsequently had to believe her although | am not
convinced. We called up planned parenthood and let them know of the mistake, after waiting almost a
week for a call back we were able to talk to a supervisor who said they had made it to receive no more
mail ( AS WAS CHECKED IN THE BOX AT THE OFFICE) unfortunately just a couple of weeks ago we
received another letter stating that my girlfriend had missed her follow up ultrasound and now the
mother is entirely aware of the situation. | would like this dealt with according to the law. | work at a
medical office and am very concerned with the HIPPA violations they might be causing to numerous
other people.
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OCR. Reference number: 14-170831

Dear |[{hVRY(h)

Thank you for your complaint received on March 4, 2014 by the Department of Health and Human Services (HHS), Office for Civil Rights (OCR).

IO )

T T [ R O

S

OCR. enforces Federal civil nghts laws that prohibit discrimination in the delivery of health and human services because of race, color, national origin, disability, age, and, under certain
circumstances, sex and religion. OCR also has jurisdiction over health plans, health care clearinghouses, and certain health care providers with respect to enforcement of the Privacy,
Security, and Breach Notification Rules promulgated pursuant to the Health Insurance Portability and Accountability Act of 1996 (HIPAA).

We have reviewed your complaint, but in order to proceed, and given the extremely sensitive nature of the information, we need the alleged injured parw,Wﬂ
complete the enclosed Consent Form and return it to our office within 14 days (or by May 13, 2014). She may either scan a signed copy and return it to this email address or mail
a signed copy to the Investigater at the following address:

Kathryn Fox, Investigator

U.S. Department of Haalth and Human Services
Office for Civil Rights

200 Independence Ave., S.W.

Washington, D.C. 20201

Please feel free to contact me if you have any additional questions. Thank you.
Sincerely,

Kathryn Fox, JD, MPH

U.S. Department of Health & Human Services
Office for Civil Rights

200 Independence Ave, 5.W.

Washington, DC 20201

Direct: 202-619-0202

MNOTE: This e-mail may contain itive andlor privileged inf If you are not the intended recipient, please notify the sender immediately and destroy this e-mail. Please be advised that
communication by unencrypted email presents a nsk of discl of the i i ion to, or i ption by, uni d third parties. Your use of email to communicate Protected Health
ion or other F i ion with the Office for Civil Rights indicates that you acknowledge and accept the possible risks iated with such ication. If you do not wish

to have your information sent by email, please contact the sender immediataly.
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

. As a complainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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. Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. In addition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

CONSENT: | have read, understand, and agree to the above and give permission
to OCR to reveal my identity or identifying information about me in my case file to
persons at the entity or agency under investigation or to other relevant persons, agencies,
or entities during any part of HHS’ investigation, conciliation, or enforcement process.

CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I
understand that this denial of consent is likely to impede the investigation of my
complaint and may result in closure of the investigation.

Signature: Date:

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

Name (Please print):

Address:

Telephone Number:

Complaint Consent Form Page 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(i) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.). and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(ii) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page 1 of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(i) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(ii) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual;

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(iv) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2



: _/C DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary

Voice - (800) 368-1019 Office for Civil Rights
TDD - (202) 619-3257
Fax - (202) 619-3818

http://www.hhs.gov/ocr

200 Independence Avenue, SW.,
Room 509F
Washington, DC 20201

May 15, 2014

(L)) (L)THC)

Our Transaction Number: 14-179831

Dear|®E.0XNC)

On March 4, 2014, the Office for Civil Rights (OCR), Department of Health and
Human Services (HHS), received your complaint alleging that your girlfriend’s civil or
medical privacy rights had been violated. On April 29, 2014, we requested via email
that your girlfriend sign and return the consent form. We informed you that if we did
not receive a response within 14 days, we would close your case. To date, we have
received no response to our letter.

This form authorizes OCR to release your girlfriend’s name to the covered entity and
to obtain information about your girlfriend’s individual situation. Because we have
not received your consent to investigate, we have closed this case and will take no
further action at this time.

Under the Freedom of Information Act, we may be required to release this letter and
other information about this case upon request by the public. In the event OCR
receives such a request, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

If you have any questions, please contact Kathryn Fox, the assigned investigator,
directly at (202) 619-0202 (voice) or (202) 619-3257 (TDD).

Sincerely, ,

[
Kurt Temple
CIU/CRC Director
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S y DEPARTMENT OF HEALTH AND HUMAN SERVICES See OMB Statement on Reverse.
C OFFICE FOR CIVIL RIGHTS (OCR) A
] ESSEEVEEe
"“%h HEALTH INFORMATION PRIVACY COMPLAINT

YOUR FIRST NAME YOUR LAST NAME

|(b)(6);(b)(7)(0) ' (b)(®).(b) (7

HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)

|(b)(6);(b)(7)(0) |

STREET ADDRESS CITY

[(B)®)R)T)C) | (b)(6);(b)(7)(C) |

STATE ZIP E-MAIL ADDRESS (If available)

[®)E).E)T)IC) ] [(0)(B).0)T)( ] [(0)(B).(0)(7)(C) |

Are you filing this complaint for someone else? [ Yes [X] No

If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

Planned Parenthocod
STREET ADDRESS CITY

19505 76th Ave W Lynnwood
STATE ZIP PHONE (Please include area code)

Washington 98036 (800) 769-0045
When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)

02/12/2014
Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

On February 12, 2014 I walked into the Lynnwood, WA Planned Parenthood Clinic to take a blood test.
Upon arrival they asked me for any insurance information such as my insurance ID card. I immediately
told them, that although I have private insurance through my dad, I do NOT want to use that
information because I do not want any EOB statements being sent to his insurance. They told me it was
not a problem and I should see if I qualified for Medicaid. They had me fill out a short form and
processed it right away and within a half hour I was told I gualified for Medicaid. I was also
informed all my services from then on would be paid for through Medicaid and my dad would get no news
of this. About a week ago, my dad called me to inguire about an EOB statement he received. The
statement disclosed that I had blood work done as well as the providers name. He simply looked up the
This field may be truncated due to size limit. See the "Allegation Description" file in the case folder.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

[(b)(B).(b)(7)C) | 05/19/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-700 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF



The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME LAST NAME

OIOROIIE]

HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)
{®)@);0)TNC) |

STREET ADDRESS CITY

[(0)(6),(b)(7)(C) | [E)E):0)N(C) |
STATE ZIP E-MAIL ADDRESS (If availaoer———————

1B)E):()7)C) |

(b)(6),(b)(7)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

Attorney General's Office

DATE(S) FILED
05/18/2014

null

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[_] Not Hispanic or Latino

[] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [x] Asian

[1 White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[CIHHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org[] Lawyer/Legal Org [ Phone Directory [_] Employer

[_|Fed/State/Local Gov

[x] Healthcare Provider/Health Plan

] Conference/OCR Brochure

[] Other (specify):

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

(415) 437-8329 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: |©)6)P)T7)C) Date: 05/19/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

Name (Please print): |®X©CX7(C)

Address: [@/ELEXTIC)

Telephone Number: |(b)(6);(b)(7)(0)

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2



o WEALTy
%%

4 SERVICE,
A\ J.o

OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



On February 12, 2014 | walked into the Lynnwood, WA Planned Parenthood Clinic to take a blood test.
Upon arrival they asked me for any insurance information such as my insurance ID card. | immediately
told them, that although | have private insurance through my dad, | do NOT want to use that
information because | do not want any EOB statements being sent to his insurance. They told me it was
not a problem and | should see if | qualified for Medicaid. They had me fill out a short form and
processed it right away and within a half hour | was told | qualified for Medicaid. | was also informed all
my services from then on would be paid for through Medicaid and my dad would get no news of this.
About a week ago, my dad called me to inquire about an EOB statement he received. The statement
disclosed that | had blood work done as well as the providers name. He simply looked up the provider on
Google, and found out | had visited Planned Parenthood. | was confused and still don't understand why
he received an EOB from Planned Parenthood when they have told me they have no record of my dad's
health insurance on record. | called the clinic itself, and spoke to a billing specialist who said they have
no record of sending out any bills to my dad's insurance and that instead it all was sent to Medicaid. My
complaint is that Planned Parenthood failed to tell me that if | sign up for Medicaid, the bill will first be
sent to my primary insurance, in this case my dad's. Instead | was told it would all be kept confidential.
My privacy was violated, in that my dad now knows what service | received and where, and through
which provider. Planned Parenthood has yet to tell me why he received an EOB statement in the first
place. But to protect the privacy of other young adults, something needs to be done.
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g DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY
» Voice - (206) 615-2290, (800) 362-1710 Office for Civil Rights, Region X
‘%"Nm TDD - (206) 615-2296, (800) 537-7697 701 Fifth Avenue, Suite 1600, MS-11
(FAX) - (206) 615-2297 Seattle, WA 98104
http://www.hhs. goviocr/

June 10, 2014

(b)(B);,(bXTHC)

RE: OCR Transaction Number: 14-184350

Dear [P®®NC)

Thank you for your complaint, received on May 19, 2014, by the U.S. Department of Health and Human
Services (HHS), Office for Civil Rights (OCR).

We are in the process of reviewing your complaint to decide whether OCR has authority and is able to
take action with respect to the matters you have raised. We will complete our review as quickly as
possible. If you have questions or correspondence, please contact:

Office for Civil Rights, Region 10

U.S. Department of Health and Human Services
701 Fifth Avenue, Suite 1600, MS-11

Seattle, WA 98104

Toll Free: 1-800-362-1710

TDD: 1-800-537-7697

Fax: 1-206-615-2297

When contacting this office, please remember to include the OCR Transaction Number, as shown in the
reference line above. In the event that you move, change your telephone number, or obtain a new email
account during the course of OCR’s review and processing of your complaint, please inform us at the
OCR Regional Office noted herein so that we may maintain current contact information for you.

Sincerely,

Z ek

Linda Yuu Connor
Regional Manager

e—
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%ﬁ% Voice - (206) 615-2290, (R00) 362-1710 Office for Civil Rights, Region X
cd TDD - (206) 615-2296, (800} 537-7697 701 Fifth Avenue, Suite 1600, MS-11
(FAX) - (206) 615-2297 Seaitle, WA 98104
http.//www hhs.gov/ocr/
AUG 82044
Date:
(b)(B);(b)7)C)
Re: OCR Transaction Number 14-184350

Dear [(0)6),(e)(7)(C)

On May 19, 2014, the U.S. Department of Health and Human Services (HHS), Office for Civil
Rights (OCR), received your complaint alleging that Planned Parenthood in Lynnwood, WA
violated the Federal Standards for Privacy of Individually Identifiable Health Information and/or
the Security Standards for the Protection of Electronic Protected Health Information (45 C.F.R.
Parts 160 and 164, Subparts A, C, and E, the Privacy and Security Rules),

OCR enforces the Privacy, Security, and Breach Notification Rules, and also Federal civil rights
laws which prohibit discrimination in the delivery of health and human services because of race,
color, national origin, disability, age, and under certain circumstances, sex and religion,

Based on your allegations we have determined that OCR will not investigate your complaint.
Therefore, OCR is closing this matter with no further action, effective the date of this letter. OCR’s
determination as stated in this applies only to the allegations in this complaint that were reviewed
by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a request,
we will make every effort, as permitted by law, to protect information that identifies individuals or
that, if released, could constitute a clearly unwarranted invasion of personal privacy.

We regret we are unable to assist you further. If you have any questions regarding this matter,
please contact Sarah Brown at (206) 615-2293 or (800) 537-7697 (TDD).

Sincerely, ‘
Thsvesc b

Linda Yuu Connor
Regional Manager
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“%h HEALTH INFORMATION PRIVACY COMPLAINT
YOUR FIRST NAME YOUR LAST NAME
[(0)6).(b)TIC) | [(G)E).()(T)C) |
HOME / CELL PHONE (Please include area code) Worrrrone e include area code)
(b)(6);(b)(7)(C)
SrerTRUDRESS CITY
[0E:EDNC) [@Ee)7)
STATE ZIP E-MAIL ADDRESS (If available)
[B)E).B)TC) | [0)E).BNC) | [(0)(6),(b)(7)(C) |
Are you filing this complaint for someone else? [ Yes [X] No
If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

Planned Parenthood Gulf Coast, Inc
STREET ADDRESS CITY

4600 Gulf Freeway Houston
STATE ZIP PHONE (Please include area code)

Texas 77023 (713) 522-6363
When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)

06/09/2014

Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

My husband and I went to Planned Parenthood Gulf Coast located at 4600 Gulf Freeway on June 6, 2014
to get tested for STI's and HIV and had our results mailed to us with the results plainly view-able
by whomever could have possibly cpened our mail. We were asked if we would like to receive the link
to view results electronically and I said yes and signed the necessary documents for it but once we
received the emails with the links they never worked so I contacted Planned Parenthood about it and
they just sent another link to the email but it still never worked. I have never seen anything like
this before where confidential health informaticn in clearly displaved in letters...and to add insult
to injury they keep sending the letters. The letters are signed by a from what I can make
out from the handwriting so there is somecne sitting at a desk signing thelr name to this HIPAA

This field may be truncated due to size limit. See the "Allegation Description" file in the case folder.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.

SIGNATURE DATE (mm/dd/yyyy)

[(0)(B);(b)(7)(C) | 07/05/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.

HHS-700 (7/09) (FRONT) PSC Graphics (301) 443-1090 EF




The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print

[] Sign language interpreter (specify language):

[] Cassette tape

[] Computer diskette

[] Electronic mail []TDD

] Foreign language interpreter (specify language):

D Other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME

LAST NAME

HOME / CELL PHONE (Please include area code)

WORK PHONE (Please include area code)

STREET ADDRESS

CITY

STATE ZIP

E-MAIL ADDRESS (If available)

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[x] Not Hispanic or Latino

[x] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[1 White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[X]HHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org[] Lawyer/Legal Org [ Phone Directory [_] Employer

[_|Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

] Conference/OCR Brochure

[x] Other (specify): I have worked in

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2
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« Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

E CONSENT: I have read, understand, and agree to the above and give permission to
OCR to reveal my identity or identifying information about me in my case file to persons at
the entity or agency under investigation or to other relevant persons, agencies, or entities
during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I understand

that this denial of consent is likely to impede the investigation of my complaint and may
result in closure of the investigation.

Signature: |(b)(6);(b)(7)(0) Date: 07/05/2014

*Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents vour signature.

Name (Please print): (b)E-ENTXC)

Address: |(b)(6);(b)(7)(0) |

Telephone Number: |®)6)0)7)(C) |

Complaint Consent Form Fage 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(1) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(1) Titles VI and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Other Individuals Page I of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(1) to make disclosures to OCR contractors who are required to maintain Privacy Act

safeguards with respect to such records;
(i1) for disclosure to a congressional office from the record of an individual in response to

an inquiry made at the request of the individual,

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(1v) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry".

Notice to Complainants and Other Individuals Page 2 of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Page I of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at http://www.hhs.gov/ocr/office/about/contactus/index.html

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal Information Page 2 of 2



My husband and | went to Planned Parenthood Gulf Coast located at 4600 Gulf Freeway on June 6, 2014
to get tested for STlI's and HIV and had our results mailed to us with the results plainly view-able by
whomever could have possibly opened our mail. We were asked if we would like to receive the link to
view results electronically and | said yes and signed the necessary documents for it but once we received
the emails with the links they never worked so | contacted Planned Parenthood about it and they just
sent another link to the email but it still never worked. | have never seen anything like this before
where confidential health information in clearly displayed in letters...and to add insult to injury they
keep sending the letters. The letters are signed by a[(b)(6).(0)7)(_Jfrom what | can make out from the
handwriting so there is someone sitting at a desk signing their name to this HIPAA violation. | do not
want to receive any of my private health information results via the mail ever by any clinic, hospital or
any other medical entity. | received 5 letters but tore up two of them so angry that they are still
broadcasting me and my husband's business through the mail. Thank God they did follow directions and
not send any correspondence to my apartment address and has been sending these letters over and
over again to my post office box. My physical address is {2)E).0)7)C) |
[©)6)0) Jout I prefer all mail correspondence to go to my PO Box.

This situation worries me because when | had my HIV testing done the medical assistant that drew my
blood to test me never came back to give me my results so after seeing the Physician Assistant and
getting over the trauma of the exam | remembered and asked the cashier how do | get my HIV results?
The cashier proceeded to call back to the back and some lady came to where | was sitting at the cashier
window and stated it was negative right in the front of the cashier. | will never go to another Planned
Parenthood as long as | live and will lobby to have them all shut down they are so unprofessional and
make the whole experience a living nightmare to go get tested. | wonder how private is the information
of their patients as it relates to the HIPAA rules because they should never give anyone their results on
paper in the mail.
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Voice - (214) 767-4057, (800) 368-1019 TDD - (214) 767-8940,

4 {FAX) - (214) 767-0432  hitp:/fwww.hbs goviocr/ Office for Civil Rights, Region VI
1301 Young Street, Suite 1169
OCT21 2014 Dallas, TX 75202
(b)(B);(L)TIC)

Qur Transaction Number: 14-186522

Dear [()E)0)TNC)

On July 5, 2014, the U.S. Department of Health and Human Services (HHS), Office for Civil
Rights (OCR), received your complaint alleging that Planned Parenthood Gulf Coast, Inc,
(Planned Parenthood), the covered entity, has violated the Federal Standards for Privacy of
Individually Identifiable Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E, the
Privacy Rule). Specifically, you allege that you and your husband went to Planned Parenthood
to be tested and informed the staff that you would like to review your results electronically.
Since Planned Parenthood’s web address did not work for you, you informed staff to send the
results to you by mail and once received you noticed that your results could be seen by others.
This allegation could reflect a violation of 45 C.F.R. § 164.530(c), safeguarding protected health
information.

Thank you for bringing this matter to OCR’s attention. Your complaint plays an integral part in
OCR’s enforcement efforts. _

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex and
religion.

A covered entity must maintain reasonable and appropriate administrative, technical, and
physical safeguards to prevent intentional or unintentional use or disclosure of PHI in violation
of the Privacy Rule and to limit its incidental use and disclosure pursuant to otherwise permitted
or required use or disclosure. 45 C.F.R. §164.530(c). For example, such safeguards might
include shredding documents containing protected health information before discarding them,
securing medical records with lock and key or pass code, and limiting access to keys or pass
codes.

We have carefully reviewed your complaint against Planned Parenthood, and have determined to
resolve this matter through the provision of technical assistance to Planned Parenthood. Should
OCR receive a similar allegation of noncompliance against Planned Parent, in the future, OCR
may initiate a formal investigation of that matter.



For your informational purposes, OCR has enclosed material regarding the Privacy Rule
provisions related to Safeguards.

Based on the foregoing, OCR is closing this case without further action, effective the date of this
letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a request,
we will make every effort, as permitted by law, to protect information that identifies individuals
or that, if released, could constitute a clearly unwarranted invasion of personal privacy.

If you have any questions regarding this matter, please contact Adriane Springs, Investigator at
(214) 767-4690 (Voice) or (214) 767-8940 (TDD).

Sincerely,

Enclosure: Reasonable Safeguards



Reasonable Safeguards
45 C.F.R. § 164.530 (¢)

A covered entity must have in place appropriate administrative, technical, and physical
safeguards that protect against uses and disclosures not permitted by the Privacy Rule, as
well as that limit incidental uses or disclosures. See 45 C.F.R. §164.530 (c). It is not
expected that a covered entity’s safeguards guarantee the privacy of protected health
information from any and all potential risks. Reasonable safeguards will vary from covered
entity to covered entity depending on factors, such as the size of the covered entity and the
nature of its business. In implementing reasonable safeguards, covered entities should
analyze their own needs and circumstances, such as the nature of the protected health
information it holds, and assess the potential risks to patients’ privacy. Covered entities
should also take inte account the potential effects on patient care and may consider other
issues, such as the financial and administrative burden of implementing particular
safeguards.

Many health care providers and professionals have long made it a practice to ensure
reasonable safeguards for individuals’ health information - for instance:

e By speaking quietly when discussing a patient’s condition with family members in a
waiting room or other public area;

« By avoiding using patients’ names in public hallways and elevators, and posting signs
to remind employees to protect patient confidentiality;
By isolating or locking file cabinets or records rooms; or

» By providing additional security, such as passwords, on computers maintaining
personal information.

Protection of patient confidentiality is an important practice for many health care and health
information management professionals; covered entities can build upon those codes of
conduct to develop the reasonable safeguards required by the Privacy Rule.
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Privacy Officer
Planned Parenthood Gulf Coast, Inc.
4600 Gulf Freeway
Houston, Texas 77023

OCR Transaction Number: 14-186522
Dear Privacy Officer:

On July 5, 2014, the U.S. Department of Health and Human Services (HHS), Office for Civil
Rights (OCR), received a complaint alleging that Planned Parenthood Gulf Coast, Inc., (Planned
Parenthood) the covered entity, has violated the Federal Standards for Privacy of Individually
Identifiable Health Information and/or the Security Standards for the Protection of Electronic
Protected Health Information (45 C.F.R. Parts 160 and 164, Subparts A, C, and E, the Privacy
and Security Rules). Specifically, the complainant,[®)6)®)7)C) | alleged that she and
her husband went for testing and informed staff at Planned Parenthood that they would like to
receive their results through Planned Parenthood’s web address; however, the web address was
not working properly. In addition, alleged that Planned Parenthood was informed
and as a result their test were mailed to them and once received, their results could be viewed by
others. This allegation could reflect a violation of 45 C.F.R. § 164.530(c), safeguarding of
protected health information.

OCR enforces the Privacy, Security, and Breach Notification Rules, and also Federal civil rights
laws which prohibit discrimination in the delivery of health and human services because of race,
color, national origin, disability, age, and under certain circumstances, sex and religion.

In this matter, the complainant alleges that the covered entity does not employ reasonable
safeguards to prevent impermissible disclosures of protected health information (PHI). A
covered entity must maintain reasonable and appropriate administrative, technical, and physical
safeguards to prevent intentional or unintentional use or disclosure of PHI in violation of the
Privacy Rule and to limit its incidental use and disclosure pursuant to otherwise permitted or
required use or disclosure. 45 C.F.R. §164.530(c).

Pursuant to its authority under 45 C.F.R. §§ 160.304(a) and (b), OCR has determined to resolve
this matter through the provision of technical assistance to your office. To that end, OCR has
enclosed material explaining the Privacy Rule provisions related to Reasonable Safeguards.

Planned Parenthood is encouraged to review these materials closely and to share them with your
staff as part of the Health Insurance Portability and Accountability Act (HIPAA) training you
provide to your workforce. Planned Parenthood is also encouraged to assess and determine
whether there may have been any noncompliance as alleged by the complainant in this matter,
and, if so, to take the steps necessary to ensure such noncompliance does not occur in the future.




In addition, OCR encourages Planned Parenthood to review the facts of this individual’s
complaint and provide the individual the appropriate written response swiftly if necessary to
comply with the requirements of the Privacy Rule. Should OCR receive a similar allegation of
noncompliance against Planned Parenthood in the future, OCR may initiate a formal
investigation of that matter. In addition, please note that, after a period of six months has passed,
OCR may initiate and conduct a compliance review of your office related to your compliance
with the Privacy Rule’s provisions related 10 Reasonable Safeguards.

Based on the foregoing, OCR is closing this case without further action, effective the date of this
letter. OCR’s determination as stated in this letter apphes only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that identifies
individuals or that, if released, could constitute a clearly unwarranted invasion of personal
privacy.

If you have any questions regarding this matter, please contact, Adriane Springs, Investigator, at
(214) 767-4690(Voice) or (214) 767-8940 (TDD).

Enclosure: Reasonable Safeguards



Reasonable Safeguards
45 C.F.R. § 164.530 (c)

A covered entity must have in place appropriate administrative, technical, and physical
safeguards that protect against uses and disclosures not permitted by the Privacy Rule, as
well as that limit incidental uses or disclosures. See 45 C.F.R. §164.530 (). It is not
expected that a covered entity’s safeguards guarantee the privacy of protected health
information from any and all potential risks. Reasonable safeguards will vary from covered
entity to covered entity depending on factors, such as the size of the covered entity and the
nature of its business. In implementing reasonable safeguards, covered entities should
analyze their own needs and circumstances, such as the nature of the protected health
information it holds, and assess the potential risks to patients’ privacy. Covered entities
should also take into account the potential effects on patient care and may consider other
issues, such as the financial and administrative burden of implementing particular
safeguards.

Many health care providers and professionals have long made it a practice to ensure
reasonable safeguards for individuals’ health information - for instance:

« By speaking quietly when discussing a patient’s condition with family members in a
waiting room or other public area;

+ By avoiding using patients’ names in public hallways and elevators, and posting signs
to remind employees to protect patient confidentiality;
By isolating or locking file cabinets or records rooms; or
By providing additional security, such as passwords, on computers maintaining
personal information.

Protection of patient confidentiality is an important practice for many health care and health
information management professionals; covered entities can build upon those codes of
conduct to develop the reasonable safeguards required by the Privacy Rule.
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%”*h HEALTH INFORMATION PRIVACY COMPLAINT

CED

YOUR FIRST NAME YOUR LAST NAME

(DyE) V7

HOME / CELL PHONE (Please include area code) WORK PHONE (Please include area code)
_{®)6),b)T)C) |

STREET ADDRESS CITY

[(hB) b7 ie) | [(£)®),0)7 ]

STATE ZIP E-MAIL ADDRESS (If available)

(0){(6):(b){ (h)(6)(b)( [(b)EY (B)TVC) |

Are you filing this complaint for someone else? [ Yes [X] No

If Yes, whose health information privacy rights do you believe were violated?

FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health
information privacy rights or committed another violation of the Privacy Rule?

PERSON/AGENCY/ORGANIZATION

planned parenthood
STREET ADDRESS CITY

20800 center ridge rd rocky river
STATE ZIP PHONE (Please include area code)

Ohio 44116
When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)

05/16/0013
Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

I work for planned parenthood I was seen there in may of 2013 because I contacted an std from my
fiance and the wvery next day I came intc work and was asked my other employees if I in fact had this
std as to one of our coworkers told her I went to my boss and she did neothing. Now we have new
employees and they to know as well. Not only is this humiliating this makes it very uncomfortable to
go to work everyday.

Please sign and date this complaint. You do not need to sign if submitting this form by email because submission by email represents your signature.
SIGNATURE DATE (mm/dd/yyyy)

[(D)(B):(b)ATIC) | 05/21/2014

Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your
complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at:

www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To mail a complaint see reverse page for OCR Regional addresses.
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The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decision to process your complaint.

Do you need special accommodations for us to communicate with you about this complaint? (Check all that apply)

[|Braille [[] Large Print [] Cassette tape [] Computer diskette [] Electronic mail []TDD

[] Sign language interpreter (specify language):

] Foreign language interpreter (specify language): ] other:

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME LAST NAME

{®)E).(B)T)C) | [(0)(8);(b)T)(C) |

HOME TCELC PHONE (PI include area code) ooy ™ orooroode)

STREET ADDRESS CITY
{()6).(0)(7)(C) | [E)@) )T |

STATE ZIP E-MAIL ADDRESS (If availaorey

(b)B);(L)T)C)

[E)E.BNC) |

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON/AGENCY/ORGANIZATION/ COURT NAME(S)

DATE(S) FILED

CASE NUMBER(S) (If known)

To help us better serve the public, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one)
] Hispanic or Latino

[_] Not Hispanic or Latino

[] Black or African American

RACE (select one or more)
] American Indian or Alaska Native [ | Asian

[1 White

PRIMARY LANGUAGE SPOKEN (if other then English)

[] Native Hawaiian or Other Pacific Islander

[] Other (specify):

How did you learn about the Office for Civil Rights?
[CIHHS Website/Internet Search  [] Family/Friend/Associate [ | Religious/Gommunity Org[] Lawyer/Legal Org [ Phone Directory [_] Employer

[_|Fed/State/Local Gov

[[] Healthcare Provider/Health Plan

] Conference/OCR Brochure

[x] Other (specify): Google how to file a

To mail a complaint, please type or print, and return completed complaint to the OCR Regional Address based on the region where the alleged
violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Region | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Federal Building - Room 1875
Boston, MA 02203
(617) 565-1340; (617) 565-1343 (TDD)
(617) 565-3809 FAX

Region V - IL, IN, MI, MN, OH, WI
Office for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL 60601
(312) 886-2359; (312) 353-5693 (TDD)
(312) 886-1807 FAX

Region Il - NJ, NY, PR, VI
Office for Civil Rights, DHHS
26 Federal Plaza - Suite 3312
New York, NY 10278
(212) 264-3313; (212) 264-2355 (TDD)
(212) 264-3039 FAX

Region VI - AR, LA, NM, OK, TX
Office for Civil Rights, DHHS
1301 Young Street - Suite 1169
Dallas, TX 75202
(214) 767-4056; (214) 767-8940 (TDD)
(214) 767-0432 FAX

Region Il - DE, DC, MD, PA, VA, WV
Office for Civil Rights, DHHS
150 S. Independence Mall West - Suite 372
Philadelphia, PA 19106-3499
(215) 861-4441; (215) 861-4440 (TDD)
(215) 861-4431 FAX

Region VII - 1A, KS, MO, NE
Office for Civil Rights, DHHS
601 East 12th Street - Room 248
Kansas City, MO 64106
(816) 426-7277; (816) 426-7065 (TDD)
(816) 426-3686 FAX

Region IX - AZ, CA, HI, NV, AS, GU,
The U.S. Affiliated Pacific Island Jurisdictions

Office for Civil Rights, DHHS

90 7th Street, Suite 4-100

San Francisco, CA 94103

(415) 437-8310; (415) 437-8311 (TDD)
(415) 437-8329 FAX

Region IV - AL, FL, GA, KY, MS, NC, SC, TN
Office for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70
Atlanta, GA 30303-8909
(404) 562-7886; (404) 562-7884 (TDD)
(404) 562-7881 FAX

Region VIII - CO, MT, ND, SD, UT, WY
Office for Civil Rights, DHHS
999 18th Street, Suite 417
Denver, CO 80202
(303) 844-2024; (303) 844-3439 (TDD)
(303) 844-2025 FAX

Region X - AK, ID, OR, WA
Office for Civil Rights, DHHS
2201 Sixth Avenue - Mail Stop RX-11
Seattle, WA 98121
(206) 615-2290; (206) 615-2296 (TDD)
(206) 615-2297 FAX

Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing instructions,
gathering the data needed and entering and reviewing the information on the completed complaint form. An agency may not conduct or sponsor, and a person is not required to
respond to, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate or any other aspect of this collection of
information, including suggestions for reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information Resources Management, 200 Independence Ave. S\W.,
Room 531H, Washington, D.C. 20201. Please do not mail complaint form to this address.

HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

« As acomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2





